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Executive Summary

The principal activity of ETSI is the development of-iggiity ICTstandards to serve the needs of both
industry and civil society. ICT Standards are an essential enabler for the development of new and
innovative digital services and for the overall digital transformation of business, industry, and society in
general, baig increasingly pervasive in all sectors of activity. The digital world shapes our future and ETSI
is a key player in the global digitization activity, ensuring the development of the standards that enable
fully interconnected, interoperable, secure, angstinable solutions.

hyS 2F 9¢{LO& LINAYOALX S &0GN}IGS3IAO RANBOGAZ2YAE | & |
SGAIAGEE S SELINBaaAy3ad GKS Ot SENIAYGESydGAzy T2N 9¢{ |
standards forbothprd Sy i ySSRa FyR RSAAIYAYy3T (G2Y2NNRBGQA 62 NS
services and applications. In this framework, the intent of the ETSI Technology Radar (ETR) is to highlight
LINEOoFofS GSOKy2ft23& (GNByYyRa ¥embihat thetforafrdatofiiICTY | & A Y LI «
standardization.

The initial edition of the ETR (April 2021) has been developed by ETSI Board members, TB/ISG officials and
ETSI secretariat representatives, using the following methodology:

w A thorough technology trend analgsconsidering over 15 publicly available technology reports, as
well as questionnaires and other inputs from ETSI members and technical groups on expected
technology trends.

w Joint agreement in the ETR editing group on the key technology trends thatlmolfdmost
relevance for ETSbday and in the near future.

w For each selected technology trend, the identification of affinities and/or eventual gaps with
respect to current ETSI activities as documented in the ETSI Work Programme [2], the definition of
a time frame of maturity for standardization, and a set of recommendations for future more
detailed analysis at OCG and/or Board level on the eventual way forward to fill the identified gaps
in a timely manner.

The revised edition of the ETR (December 2023 been developed by ETSI Board members, TB/ISG
officials, experts from ETSI members and ETSI secretariat representatives, with the following
methodology:

A reexamination of the selected 10 technology trends as contained in the initial ETR (April 2021)
Updates to the trend titles and a +&ctualization of the technology trend overview and status
text.

A thorough analysisf the most recent technology vision and framework documents, particularly
the numerous global 6G vision papers published late 20@Pesarly 2023.

Identification of all relevant new technology trends not captured in the initial ETR (April.2021)

Joint agreement in the ETR editing group on the addition of new technology trends are of most
relevance for ETSI today and in the nizdure.

ETSI Technology Radar 4
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For each of the selected new technology trends, the identification of affinities and/or eventual
gaps with respect to current ETSI activities as documented in the ETSI Work Programme [2], the
definition of a time frame of maturity fostandardization, and a set of recommendations for

future more detailed analysis at OCG and/or Board level on the eventual way forward to fill the
identified gaps in a timely manner.

The technology trend analysis has been focused on several key techn@odyg &s shown in Figure 1.
This selection does not exclude future revisions or integrations to reflect the continual cycle of technology
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Figure 1: Overview of selected technology trends in the ETR
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The initial analysis demonstrates that Ei&lready active in several of the identified trends, giving clear
assurance that ETSI is already on the right track. Other trends are still emerging, and it is important for
ETSI to promote the discussion, verify the requirements, and be positionéd &iintline of these
upcoming technology developments.

The time frame identifies different maturity levels of the selected trends, with respect to standardization
needs, starting from 2020 up to the end of the present decade.

The ETR has classified tlaigus recommendations for ETSI into four main clusters:

MONITORwhen the technology trend is still considered immature for standardization, or further
exploration work is necessary to identify the appropriate ETSI contribution to the standardization
efforts by other SDOs.

INITIATEWhen the technology trend is considered mature for further evaluation and action in
ETSI.

DEVELQRvhen the technology trend is already addressed by the ETSI Community, shaping future
standards.

PROMOTEw~hen ETSI is alreafiylly engaged in the development of standards related to the
concerned technology trend, and further outreach and promotion activities could be envisaged.

Considering the overall trend analysis, the ETR main findings can be summarized as follows:

Non-exhaustive: The selected technical trends are key examples of technology evolutions that are
likely to impact not only the present work of ETSI but also the future work and even the future
ETSI membershiplowever the pace of technology innovation is so higjatt other previously
non-identified technical areas could rapidly appear and require further analysis.

Interdisciplinary:Many of the trends are strongly interleaved and can partially overlap. This
results in the necessity of a stronger coordination betwehe various ETSI technical groups that,
today or tomorrow, could be involved in related standardization activities. The ETSI secretariat,
the Board, and the OCG are in the best position to manage, whenever appropriate, the requisite
coordination efforts

Evolution not disruption:Many of those trends are evolutionary technologies, therefore it is
natural that many of them are already addressed by the current work of existing ETSI technical
groups. The level of maturity, and indeed scope of these teclgydiends will certainly evolve in
the coming years. Thereford is not justamatter for ETSI to address "the next big thing" in order
to remain at the forefront of innovation, but ETSI maioadopt the right strategy to cope with
the standard oppomnities that could arise from these trends, finding the right balance between
innovation, partnerships, and ETSI strengths in the industry with respect to other SDOs.

No matter which of the identified technology trends advances at the fastest rate |@astbat in all of
the identified domains ETSI can play a significant role and further develop its own role and activities in the
forthcoming years.

ETSI Technology Radar 6
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1 Introduction

Over recent years, business and society have become increasingly digital, enablesi/byiacreasing

number of applications on computers, smartphones and other telecommunication services. The arrival of
innovative technologies in the domain of software defined networkihg virtualization of network

functions, and the increasing demanids decoupled IT capabilities, such as cloud computing and storage,
as well as major new network technologies, such as 5G, enable and enhance the users of ICT to not only
evolve their business but also to develop new ones.

Information and Communicationgdhnology (ICT) is an exciting and dynamic area that is in constant
innovation, through the evolution of existing concepts and technologies but also through the emergence
of disruptive technologies and even sometimes unexpected new use cases.

Oneof ETSI” LINAYOALIX S &0GNI GS3IAO RANBOIG ooy &t the hdart BFS & ONJR 0 ¢
Digitak ¥ SELINB&aaAy3a GKS Of SINIAYyGISydAazy F2N 9¢{L {2
standards for both present needs and also designingihid® 6 Qa ¢62NI R 0@ | RRNBaaaAy

future services and applications.

The purpose of the ETSI Technology Radar (ETR) is to highlight probable technology trends for ICT that
YFE® AYLI OG 9¢{LQa | dzSai starglardizdtion: The/ETR i$ alsh KiBndetl oNB F NP
promote the awareness and discussion of such technology trends among ETSI members and enable ETSI
G2 ONBIFIGS IyR S@g2t @S bdaGveisdtie 0 3 i KYR OBIKERISRHEISA
preferred collaboration hutF 2 NJ & dzOK R &eldblarlaNsténdards ) @ o

Therefore, the ETSI Technology Radar has the following objectives:

Report the outcome of a thorough analysis that has considered publicly available technology
reports, questionnairs and inputs from ETSI members on the major technology trends.

Identify the major technology trends that could be of most concern/interest for ETSI.

CGontribute, for each selected technology trends, to the identification of eventual gaps with

respect to curent ETSI activities as documented in ETSI Work Programme [2] and promote future
more detailed analysis at ETSI OCG and/or Board level on the eventual way forward for ETSI to fill
the identified gaps.

Throughout the ETR document it is evident that ET&itaady involved in many of the identified trends,
giving clear assurance that ETSI is already on the right track. Other trends are still emerging, and it is
important to promote the discussion, check the requirements, and be ready to be at the forefront
these upcoming technology developments.

ETSI is a membelriven organization with a major strength being the highly diverse and knowledgeable
membership, willing to come together and develop the standards that fulfil needs across all sectors of
industryand society that make use of ICT.

The final decision for the takep of some or all of these trends will come from members who voluntarily

decide to further explore these new and evolving technologies. However, analysis and preparation is an
SaasSyidAalf adSLI F2NJ adz00S&aazx FyR GKS 9¢{L ¢SOKy2f
embrace innovation and also to allow our members to have their say in future work evolutions, and in

doing so, help ETSI to shape the future.

ETSI Technology Radar 7



E TSI//// I\
\ ¥

2 Setting the scene

2.1 Socio-Techno -Economic -Political Trends (STEP)

This ETR document and the ETSI Strategy [1] are intended to be complementary and are aligned.

ETSI is membatriven and technologyocused. However, the members and the technologies exist in a
global and European context of sogiolitical forces, economic changes, ageing populations, disruptive
innovation, climatic changes, and also sudden challenges such as the-Cd&dRdemic. The digital
transformation of industry and society offers newatlenges and new solutions. The ETSI approach and
strategy must continue to evolve accordingly.

Standardization for ICT plays an important role in the digital transformation to drive interoperable
solutions and a productive business environment that eeateixchange and stimulates innovation and
competitiveness. Based on wigd®nsensus, standards provide an agreed technical basis and widely
adopted technology platforms and are an enabler for a sustainable and securely connected society.

Societal and econoimtrends are in permanent fluctuation, and this has a strong influence on policy
motivators, industry priorities and the subsequent technology developments.

The economics of digital technologies have the power te@etralize and deonstruct entire indistries,
requiring fundamental changes to their processes and work forces. Global Navigation Satellite Systems
(GNSS) and mobile map applications enabled companies such as Uber and many other logistics solutions
to flourish. 3BCAD, additive manufacturi@D-printing) and computecontrolled machining have

allowed a physical separation between design and construction and also from assembly, not just for small
simplistic objects suchsaglastic toys but also for customized consumer goods, cir@danomy poducts

and complex items such as ocean liners, space launchers and aircraft.

The social impact of ICT is gradually removing the concept and limitations of distance. Fifty years ago,
people spoke of the global village, because anyone could hear news fipahare. Today, we have the
connected global village, where we can communicate with a majority of people on the planet and have
cellular (e.g., 4G/5G) video call capabiligesilable fomore than a quarter of the world population. 0T
and enhancedeality interactions will soon give the concept of "remote working" a whole new meaning.
Such technologies also expand the possible impacts of hacking, for theft or disruption. Online
collaborative efforts in science, authorship, creation of software, (selfation and the freelance
economy are literally r@rganizing our conditions of working and living. Even more in recent times, we
have seen the value of ICT services when living under CI®iBndemic conditions with social

distancing and confinement sittians.

The economic impact of Atrtificial Intelligence (Al) and Machine Learning (ML) was previously easily

dzy RSNBaUAYFISR® ¢2RlI&da ! L A& Kgride8 @@MNhehdatsr2 a0 RSO:
aedaidsSvya¢ég 2F GKS LI &l F yRhowtof SFNYYZoARG A YT ¥R gzAC B
diverse digital information, from extremely complex systems, including totally novel ones. Applications in
finance, optimization of processes, handling of legal information, collating of enterprise informatc,

are already big business.

ETSI Technology Radar 8



ETSI7T__ )\
\ ¥

Thedigital revolution the ICT evolutiomnd the newAl computing process transformatiame like three
overlapping waves that will reinforce each other, causing a technaagyl in opportunities and also in

the relaed risks. As these three technical trends move forward together, we needdorethat the

basic digital information is authenticated, accurate, compiled with respect for personal data and IPR, and
secured. ICT systems need sufficient bandwidth avatiabol provide data in a timely way. Al systems

must be robust against cybersecurity attacks and not influenced by bias, remaining ethical in all instances.

Alongside the three technical trends are other related technology trends susbftagrization,
cloudification and virtualizationin turn they introduce aspects such as Open Software, Open Interfaces
and Open Hardware.

All those involved in the ICT industry, particularly standardization practitioners and policy makers, need to
actively consider andontrol the way these technologies are defined and eventually uiseolderto

ensure that fundamental human rights such as privacy;dstrmination, freedom of thought and

movement are not ignored or undermined. That role of human oversight is needagkery part of the

global ecosystem, from service providers to manufacturers, to users and to government administrators,
and fortunately the ICT evolution itself makes such oversight possible. The standardization process is
OFLI o6ftS 2F ONRISGAWVY ¢ &a RO gzNMibdlying" Bsusteryisr o cFeatingt S T
interoperable singlaise quantum key distribution for privacy protection and cybersecurity in general.

How weusethat control and oversight is a purely sogioliticakeconomic quesbn: do we careenough
about climate change, do we cag@oughabout creating circular economies with little waste and high
energy efficiency, do we casnoughabout protecting our private information at the cost of additional
layers of cybersecurity omé ICT infrastructures? Standards are enabling tools; it is people's values and
social collaborations that should determine what is built and how it is used.

The global trends in policy directions react to the above secmomic ones, but with "amplifyg

influences due to strong human fears that the economic disruptions will ruin the economy, that economic
or natural disasters in one part of the world will flood neighbouring countries with (economic) refugees,
that the removal of the concept of distanceeans also the removal of (local) jobs, that digitalization may
bring a perception of Big Brother control in the form of an Al dystopia. Politicians are reacting, not by
trying to stop the trends, nor (usually) by piecemeal stopgaps, but by harnessitrgrids, and

developing "frameworks". A great advantage in Europe is that the political processes strongly favour
collaboration and human values, resulting in a number of notable consensus frameworks.

Digitalization is linked with open data but alsith security (EU Cybersecurity Act EU2019/881) and

privacy regulations (GDPR EU2016/679). ICT and IoT should be linked with generic laws for machine safety
and liability, as well as the Green Deal. Al is linked with requirements for ethics and exptgirtadh
frameworks establish a myriad of niches where people and business can flourish, with overall direction
setting achieved by regulations promoting e.g. the UN Sustainable Development &whtargets.

Standards are a part of this policy and legachinery: the EU New Legislative Framework (Regulation
1025/2012) and a number of EU government/industry consultative committees, all support the

collaborative creation of interoperable standards that can be referenced wherever government
organizationsieed transparency in procurement and reliability through muéindor support.

1 https://sdgs.un.org/goals

ETSI Technology Radar 9
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2.2 Methodology for developing the ETSI Technology Radar

The ETSI Technology Radar aims to capture the main trends in the industry that may be relevant for ETSI
in order toNB Y l-aktlye Héart of Digital ¥ Fdzf FAf t Ay3d AGa GArairzy 2F 0SA\
of new and existing digital technologies.

Theinitial ETSI Technology Radar (April 2021) was developed in three distinct phases:

Phase Xocused on gathenig global information on ICT technical trends, using two complementary
approaches: togdown and bottomup:

Thetop-downapproach consisted of analysing a significant number of publicly available reports
on future technology trends.

Thebottom-up approachinvolved collecting information on future trends from the ETSI technical
groups (TBs/ISGs) with the help of the OCG and the Board. Also, TB/ISG Chairs and Board
members have replied to questionnaires prepared by the ETR editing team.

Phase Zocused on aalysing the information collected during Phase 1 to identify commonalities between
the various reports and questionnaires and in doing so to highlight the ICT technical trends that are most
relevant for ETSI. Once a wide list of technical trends wasifidehta reduced number of ten priority
technologies were selected, based on commonality with ICT technologies, expectation that fundamental
research had already been successful and expected relevance to the ETSI membership. Finally, one topic
was chosend perform a deep analysis and make a test of the possible ETSI responses (in Phase 3).

Phase Jocused on developing a methodology to promote the discussion and possible evolution of one
technology trend within ETSI. Artificial Intelligence (Al) was aguedke most relevant to be studied in

depth, evaluating the landscape of Al related activities in ETSI, sharing knowledge and lessons learned and
identifying possible directions on Al in ETSI. The results of this study can be fom&irSI Whit€aper

No. 34 [3] on impacts of Al in ETSI. Furthermore, a method of achieving coordinated action within ETSI is
being trialled in the form of an ETSI sgtoup on Al, created under th@peration Coordination Group

(OCQG).

Finally, the output of the ETSI Technologg& was compiled into the initial edition of the ETR report,
providing information on the methodology, the selected technical trends, and the identified gaps,
challenges, and opportunities for ETSI. The various sources for the ETR are shown in Figure 2.

TherevisedETSI Technology Radar (December 2023) was developed using the following methodology:
A reexamination of the initial technology trends contained in the initial ETR (April 2021).

Updates to the original trend titles and a-aetualization of theéechnology trend overview and
status text.

A thorough analysis of the most recent technology vision and framework documents, particularly
the numerous global 6G vision papers published late 2022 / early 2023.

Identification of any new technology trendsathwere not captured in the initial ETR (April 2021)

Joint agreement in the ETR editing group on the addition of new technology trends that could be
of most relevance for ETSI today and in the near future.

ETSI Technology Radar 10
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For each of the selected new technology trendig identification of affinities or eventual gaps
with respect to current ETSI activities as documented in the ETSI Work Programme [2], the
definition of a time frame of maturity for standardization, and a set of recommendations for
future more detailed anlgsis at OCG and/or Board level on the eventual way forward to fill the

identified gaps in a timely manner.

It is recommended to maintain thETSI Technology Radgrto date using a recurrent process to detect
new technical trends in order to keep ETSIria with the latest technological developments.

GLOBAL
TRENDS

Analyst Corporate ICT Research ETSI Work ETSI Board
LEBJ \ Repoyrts \\Re%%rts _\&Rgggg \ {oadmaps - Programme | 513’\}255 \ \?urveys
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Figure 2: Sources used to build the ETSI Technology Radar
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3 Major trends impacting ETSI

3.1 Selected technical trends

The ETR editing team selected several technology trends from the wider set of trends identified during

the analysis of ETR inputs.
Figure 3 provides an overview of the selected trends that are further described in clause 3.2.

Figure 3:0verview of the selected technology trends

ETSI Technology Radar 12
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3.2 Analysis of technology trends

3.21 Next Generation Mobile Communication System

3.21.1 Description

The advanced nexgeneration mobile communication system will go far beyond the concept of simply
wirelesscommunications. It will serve as a distributed network that provides links with integrated
communication, sensing, and computing capabilities that enable the connection of the physical,

biological, and cyber worlds, ushering in an era of true Intelligefé&s/erything. Building upon 5G and
5GAdvanced, 6G will continue the transformation from connecting intelligent people with Internet of
Things to truly connected intelligence (as illustrated in Figure 4). In essence, it aims to bring intelligence to
everyperson, home, and business, leading to a new horizon of innovations and services to better serve
humanity and the planet. The development of the ngeheration mobile communications is driven by

three important factors, i.e. new applications & new bussgproliferation of intelligence and

sustainability & social responsibility.

2G 3G

AN N

Functions designed to support voice ~ ™ pyncrions designed to support data " Functions designed to support intelligence

Key Service:  Voice Mobile Broadband (MBB) Enhanced MBB & Verticals  Super MBB & Al & Sensing, ...

Figure 4: Mobile communication system evolution trend

ITUR WP5D recently completed the Recommendation Framework fo2D30 (Global 6G Vision) [4] in
June 2023, which is aridamental milestone for 6G development. The fundamental usage scenarios and
overarching aspects of IMA030 are shown in Figure 5, and these will further guide the relevant 6G
enabling technology discussions. Based on the study of several global 6G &igioresearch projects [4]

[5] and[6], a number of fundamental technology pillars have been identified that will shape the next
generation mobile communication system

ETSI Technology Radar 13
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Figure 5: Usage scenarios and overarching aspects of20BD [4]

1) Native Al (described further in clause 3.2.2)

Oneof the primary objectives for 6G is to support Al everywhere. Al will be both a service and a native
feature in the 6G communication system, and 6G will be an E2E system that suppgmatedlservices

and applications. Specifically, 6G air interface asisivork designs will leverage E2E Al and ML to
implement customized optimization and automated operation, administration, and management. This is
known as "Al for Network". In addition, each 6G network element will natively integrate communication
and compting capabilities, facilitating the evolution from centralized intelligence in the cloud to
ubiquitous intelligence on the edge. This is the concept of "Network for Al", which indicates that 6G
functions as a native intelligent architecture that integratesnmunication, information, and data
technologies into wireless networks, serving all types of Al applications (for consumer purposes as well as
industry purposes) with largecale distributed training, redgime edge inference, and native data
desensitiation.

2) Integrated Sensing and Communication (described further in clause 3.2.17)

6G will feature thdntegratedSensingAnd Communication (ISAC) capability. Being different from
conventional sensing as a standalone function, 6G can perform sensingngtile communication
infrastructure. Therefore, it will significantly reduce the cost of additional sensing equipment and leverage
the largescale cooperation between widely deployed base stations and user devices for improved sensing
performance. Higheréquency bands (from mmWave up to THz), wider bandwidth, and denser

distribution of massive antenna arrays in future 6G systems will enable a single system to integrate
wireless signal sensing and communication, each of which mutually enhance the other. Th
communication system as a whole can serve as a sensor, exploring radio wave transmission, reflection,
and scattering in order to sense and better understand the physical world, ultimately providing a broad
range of new services.

ETSI Technology Radar 14
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In terms of sensing, @nables higkaccuracy localization, imaging, and environment reconstruction
capabilities that could help improve communication performancér example, more accurate
beamforming, faster beam failure recovery, and less overhead to track the channeinftateation.

3) Extreme connectivity (see Wireless area and private networks evolution TREND in clai2e)3.

6G will provide universal higberformance wireless connections and ultimate experience with speeds
comparable to optical fiber. Up to Thit/s gl rate, 1@100 Gbit/s experienced rate, suhillisecond level
latency, a tenfold increase in the density of 5G connections, centimeter level localization, milleveter
imaging, and E2E system reliability based on controllable error distributionovibinty enable human
centric immersive services in the future, but also acceleratestidle digital transformation and
productivity upgrade of vertical industries.

Extreme connection density is also an expected scenario in 5G and 6G private networks (see
clause3.2.20).

4) Integrated NTN (described further in clause 3.2.18)

6G will integrate terrestrial networks andbn-TerrestrialNetworks (NTNSs) to deliver complete coverage
worldwide, improving rural coverage and connecting the unconnected. As the cost to manufacture and
launch satellites decreases, huge fleets of-lovwery lowearth orbit (LEO/VLEO) satellites will become
reality in NTNg it is a strong possibility that 6G will integrate VLEO satellite mega constellations. A VLEO
satellite system, in addition to delivering worldwide coverage, offers a number of new capabilities and
advantages. For example, it eliminates the égtith communication latency inherent in conventional
CGeostationaryEarth Orbit (GEO) an®ledium Earth Orbit (MEQ) satellite systems. It can also provide
coverage to areas uncovered by terrestrial networks, offering complementary radio access. VLE® satelli
systems can also provide more accurate positioning, which is critical for autonomous driving and
important for earth sensing and imaging. In addition to satellite communications, new radio nodes such as
drones,UnmannedAerial Vehicles (UAVs), artdigh Altitude Platform Sations (HAPS) will be an integral

part of 6G, functioning as either mobile terminals or temporary infrastructure nodes.

5) Native Trustworthiness (described further in clause 3.2.4)

The 6G network will integrate various capabilitiestsas communication, sensing, computing, and
intelligence, making it necessary to redefine the network architecture. The novel network architecture
should be capable of being flexibly adapted for tasks such as collaborative sensing and distributed
learningto proliferate Al applications on a large scale, where trustworthiness should be guaranteed as a
native feature. The concept of "trustworthiness" here covers topics including security, privacy, resilience,
safety, and reliability.

ETSI Technology Radar 15
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6) Sustainability (desgbed further in clause 3.2.16)

Green and sustainable development is the core requirement and ultimate goal of network and terminal
designs in 6G. By introducing the green design concept and native Al capability, 6G aims to improve the
overall energy effiency (defined in bits per Joule) X86ld across the network and keep the total energy
consumption (in unit of Joules) lower than 5G while also ensuring optimal service performance and
experience

Sustainability factors (including power efficiency and tarbonfootprint, etc.) are relevant for the
entire lifecycle of 6G, including infrastructure deployment for terrestrial andteorestrial networks. As
the core infrastructure of the digital economy, 6G will have to make unique contributions to the
sustinable development of humankind.

The deployment and operation of 6G networks should be realized in a way that does not create additional
health and welbeing concerns for humans and other living creatures. It is therefore necessary to
investigate potentil health risks created by e.g., denser base station networks or the deployment of
repeater stations for NTN uplink connections.

Many of the enabling technologies discussed above are already under investigation at European level, for
instance, the EuropeaSmart Networks and Services Joint Undertaking (SNS JU) has funded 19 phase |
projects to foster 6G technology advancement in Europe [7], [8] that cover a wide range of 6G enabling
technologies. The phase Il project proposals are under review, which Wewdgpected to be launched in

the early part of 2024.

3.2.1.2 Affinity with ETSI Work

The affinity of ETSI work with 6G may be seen from different perspectives:

Many ongoing ETSI ISGs are highly relevant to 6G discussion. For instance, ETSI THEASG, RIS
PDL IS@ll have relevant technical work related to both 5G and the evolution towards 6G, which
may further impact the 6G activities to be launched by 3GPP.

ETSI has also established an extensive network of partnershipsreled&l areas, including
other SDOs, industry fora, research projects / platforms and academia.

3.2.1.3 Time Frame

The 3GPP 6G work plan is expected to begin at the end of 2025 (easd&®0). Therefore, it is essential
for ETSI to accumulate sufficient knowledge in order to generate impact and shape the standardization
work in 3GPP in the next 3 to 5 years in +t@dn and 510 years in longerm.

3.21.4 Recommendations

6G shall becoman essential pillar in ETSI activities. Therefore the recommendatiomigestigate,
Promoteand Adopt. In this area, the most appropriate recipient for ETSI work strongly remains 3GPP.

ETSI could act as the bridge between {g@ndardization) research and standardization activities. The
existing 6@&elated ISGs established in ETSI are expected to work on sustapdardization related

activities as well as aggregate the technical otigpspecially from EC funded or national funded 6G
projects. Moreover, ETSI should actively collaborate with relevant 6G related industry platforms,
organizations and associations, and help to promote technical consensus and one global 6G standard in
the near future.
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3.2.2  Artificial Intelligence

3.22.1 Description

This document considers Al to be a means to derive insights automatically from data, based on an
evolving set of statistical learning methods. Learning is the method used by the Al systemnadb ex
knowledge from the training data. An Al system that is trained and has learning in a particular task (such
as image recognition, eHealth, networking, and resource management, 10T, robotics, etc.) may continue
to adapt with further online learning. thay also be given offline learning to refresh its awareness
(re-training) of the situation. Recent progress in Large Language Models and Foundational Al Models,
often available as open source software has greatly expanded applications. The resultédytiaaivy as
good as the quality of the data used to train the Al system.

The EU is investing heavily in Al research and development as shown in the EU coordinated plan of
December 2018 [9], the EC review in 2021 of that plan and the European invesgnentmendations

on Artificial Intelligence [10], including billions of Euros allocated in the Digital Europe Programme [11].
This is due to protecting citizen safety, e.g. issue of liability, sdafitf13] as well as potential

economic gains, e.g. S&ECD reports on Al investments [14] and on Al patents [15]). A JRC report
estimated that the EU invested around-18 billion Euro in Al during 2020 and every budget brings
additiong.

3.2.2.2  Affinity with ETSI Work

Many areas related to networks céenefit from Al, such as in the emerging paradigm of Autonomic

Networks (also known as Séltlaptive Networks or Smart Networks or Autonomous Networks in the

literature) that is discussed in clause 3.2.3. The ETSI community has a strong interestigd Al as2af ¢ Y Ay
architectural models, to enhance information/data models, to redesign operational processes, to increase
solution interoperability, and for data management for new ICT standards (see clause 3.2.1). At the same
time, the ethical and security iges of Al are being considered in ISG SAI (now TC SAIl) and TC eHEALTH.
The advances in Al Large Language Mdt&ls) havea particularly broad impact on health technologies.

In 3GPP 5G specifications, Al is broadly referenced in the two main areas dfeBeogk capabilities

(5GNG Core) and Radio Access Network (5G RAN). In both areas, Al plays the role of an ancillary layer
that can increase 5G network automation and effective management and orchestration. Al has become
an additional function in the maagement of RAN and the evolution towards the model of a Self
Organizing NetworkSON. To deliver their full potential, Alowered mechanisms rely on fast access to
data, abstraction of contextual information from events and rbésed systems, supervisiostreamlined
workflows and lifecycle management.

ISG Zerdouch network and Service Manageme(@SMN), was formed with the goal to introduce a new
endto-end architecture and related solutions that will enable automation at scale and at the required
minima Total Cost of Ownership (TCO), as well as to foster a larger utilization of Al technologies. Recent
specifications apply to InterDriven Autonomous Networks and Al Enablers.

2 Seehttps://digitatstrategy.ec.europa.eu/en/activities/digtethnologiesandresearchor news in 2023
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In related work, ISG Experiential Networked Intelligefid) designs data clalction and processing using
closed loop decisiemaking

The ENI requirements documeBTSGR ENI 007 [16] on network classification of Al details the use of Al
in a network into six stages, from "No Al" to "full Al" deployment. JipexificationrETSGSENIO19[17]
defines a model for representing, inferring, and proving knowledge in autonomous networks. The group
TC INT testing specifications consider events that can trigger a network to dynamically change network
properties, depending on the specifid systems deployed in the network and the level where they
operate, external or internal to the network.

ISG F5G addresses the application of Al in several of its Use Cases (all available in ETSI @R]F}5G 008

and in the Architecture documents for OAgdlutions, for which ZSM framework is a reference (ETSI
GSZSMO002). In particular, it is considered by ISG F5G very important to exploit Al fektuneanadng

the resources in the Access Network, including to allow the optimisation of their use based on the
OdzaGi2YSNR&a NBljdzSad FyR GKS {[! LINRBFA{Sad 'L KIFa
and TC SAl work is also fundamental.

A Generic Test &mework for testing Al models/systems during their lifecycles (see ETSI B&12[038])

has been developed in ETSI TC INT to identify different types of test systems that could be employed to
the problem space of testing Al Models: from those appliedhiased testing starting at design time, up

to those at the point when a network consisting of trusted and certified Al Models is tested as a whole
(for integration and user acceptance testing).

Applications running on top of networks, collecting data anaticaling reatworld things, are at the heart
of Al use cases for consumers and businesses. These aspacidled by groups such as SmartM2M, ISG
CIM, and oneM2M, are described in the clause on Dynamic Data.

Many other groups are considering or workimg Al topics, as indicated rable 1 below from the ETSI
White PapemlNo. 34 [3].
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Table 1: Mapping of Al Standardization Activities within ETSI (Ref White PidpeB4 [3])

= considering

' = started

9- strong

Terminology

EP eHEALTH
ISG ARF
ISG CIM
G & scen
ISG MEC
ISG NFV
SC EMTEL
TC CYBER
& & cnTaRwe
ISG F5G

3GPP
p| TC SmartM2M

[ 4 ‘ ‘ TC MTS

»| oneM2M

& & sczsm

Use cases

Impact of EU ethics
guidelines

Trustworthiness &
Explainability

¢ ¢ 6

Security/privacy

¢

Architectures and RPs [

v &

Management of Als

» 6 6 6

Dataset requirements
and quality

¢

""

¢ 6

Interoperability D

v &6 &
¢

W W L /BB (B B W W W ‘ ISG/TC SAI
P
P

¢6 o666

Test methodology and
systems

KPIs and conformance

System maturity [ [ [} J
assessment

A key issue for ETSI is the consideration of ethics for Al: thiighC evel Expert Group Guidelines for a
trustworthy Al [19] and related guidelines, are by nature difficult to encode in specifications, implement

in solutions or verify in practice. This could become a financial burden for society and ETSI members,
espedcally for SMEs, and especially when compliance to those criteria becomes part of the requirements

in public/private procurement. Such work in ETSI is ongoing mainly within the scope of EP eHealth and ISG
(now TC) Securing Artificial Intelliger(&&). The draft EU Al ACT will mandate a large body of

standardzation, with the initial resulting EStandardzation Request for targeted specifications being

handled by CEN/CENELEC JTC21 with consultation from ETSI.
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3.2.2.3 Time Frame

From the example of many different aspects of Al being considered in ETSI, it is clear that this technical
GNBYR A& |t NBIFRe adNRy3Ite AYLIOGAY3I 9¢{LQA 62N] o
security and for reliability are so deep, thae work is expected to continue for about two more years in

the initial phase, i.e. for the obvious elements. The consideration ofdmsequencesf introducing Al so

broadly throughout so many ICT systems will require longer consideration.

3.2.2.4 Reco mmendations

Artificial Intelligence is a game changer that brings several challenges both to the ICT industry and to
society in general. The use of Al as a tool needs to deal with interoperability issues, new concepts for
testing and validation, and ensug that ethical guidelines are embedded in order to guarantee a
GNHza G 62 NI Ke ! NOAFAOAILIET LydSttA3aSyOoS GKFG GFANRGZ

In order to understand the standardization requirements, and create appropriate and relevant standards,
ETSI needs to develop:

' O2YLX SGS YIFILIWMAYy3I Ay 9¢{L 2F a4!L a I (22f¢¢
a coordinated approach to Al, including collaboration with CEN/CENELEC and ISO/IEC

an evaluation of the technical impact of the EU ethical guidelines on ETSI standardization

Al Interoperability and Interchamgbility standards (models, trained neural networks, etc

guidelines for Al Testing and Validation

dataset and quality requirements for Artificial Intelligence (training andtiesg)

All of these steps can only be done through cooperation and collabcay’ 62 0 K Ay aA RS 9¢{ L
groups and also with several external bodies and SDOs.

3.2.3 Autonomous Networks

3.23.1 Description

Technology acceleration and evolution has now reached a point where a revolutionary approach is
required in the way netwdes and services are provisioned and managed, leading to the introductan of
new level of automation and intelligence.

Existinghetworksare madeup of acomplexsetof heterogeneouslevicesghat mustbe integratedto
provideseamles&nd-to-end servicesUntil veryrecently, the planning,implementationand
managemenbf this mix of serviceshave beena largelymanualactivity with someautomatedassistance.
It mustbe recognizedhat theseservicescanno longerbe managedusingsuchlegacyapproachesThe
new requirementsneedatransformationsupportedby the integrationof newtechnologiessuchas
virtualization,future cellulartechnologiesdigitaltwin and Artificial Intelligencethat togetherprovide
scalablemechanismdor managingeverincreasingcomplexity Digital Twintechnologyenablesthe
creationof a network model,important for the automationof the whole lifecycleof the infrastructure
andof the servicecreation.Al allowsto reducethe numberof protocolslevelswithin multiple scenarios.
In DataCentreNetworks,Internet Protocol (IP) isthe only sensiblechoiceto connectdata storageand
applications Thisenablescostand power savingin both realizationand operation,aswell asthe increase
of the automationcapabilities.
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New businesgnodelsandvaluecreationopportunitiesenabledby technologybreakthroughssuchas
Network Slicingmposeunprecedentedperationalagility and highercooperationacrossnetwork
domains.Currentlythere are multiple inconsistentmanagementrameworksin the industry,manysilos,a
lackof alignmentanda lackof interoperability.lt is essentiakto moveto anenvironmentthat leverages
synergiesandachievesalignmentthrough convergencen a singleend-to-end network and service
managementrchitecture.

Autonomous Networks are considered one of the most important evolutions in order to enable the Digital
Transformation of the Industry where ICT and Atrtificial Intelligence play a major role across several
Vertical applications, offing new service opportunities and significant cost saving in network operation.

AnAutonomous Networkis a network that self operates according to the business goals with no human
intervention beyond the initial supply of input (e.g., intent, goals,qiedi, certain configuration data) by
human operators. It is capable of satitnagement operations (e.g., selbnfiguration, seldiagnosis,
seltrepair, selfhealing, seHoptimization, seHprotection) of its resources, functions/applications and
services. Its seimanagement operations are enabled by, among other things, a capability to
auto-discover operational information and act on it.

An autonomous network can be considered as a network exhibiting the following properties:

Automaticg the ability to selfcontrol the internal resources and operations, as well as to
bootstrap and operate without manual intervention.

Awarec the ability to monitor its operational context, performance and internal states to assess if
its current operation sen&defined and agreed goals.

Adaptiveg the ability to change its operations to cope with temporal and spatial changes in
operational context on short and long terms. In other words, the ability to adapt its behaviour by
changing its decisions in order taamtain agreed operational delivery values.

The level of autonomy may vary, ranging from some low levels of automation capabilities to fully matured
autonomous capabilitiesThe objective of Autonomous Networks is to provide a wide variety of

autonomous services, infrastructure and capabilities Withe S NB 61 SN2 61 A G T SNB G2
SELISNASYOS o6FaSR 2y Fdzf £t & [|--d&i 28ehvBidSIeifulfiinge S Oe Of S 2 LI
selfassuring) to dynamically accommodate and adapt to customer needs and available resources.

An autonomow network may be recursively composed of other autonomous networks, and it is
responsible for the necessary interaction with and between them.

There are various models in the industry of Autonomous Networks. Figure 6 provides an example of a
high-level ilustration of the capabilities provided by an Autonomous Network connected with external
entities via dedicated interfaces and the related common enablers (Ed®I White paper N66 [20])
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Figure 6: HigHevel illustration of Autonomous Network enalelrs and external interfaces
3.2.3.2 Affinity with ETSI Work

Autonomous Networks are achieving momentum in Standardd@mthdustry.ETSI is already playing a

role in AN standardization with many ISGs contributing to AN and plansreasingly invest in the
Autonomous Networks challenge (as documented in ETSI White Paper No. 40 on Autonomous Networks
[21] and ETSI White paper Ngb [20]).

Because Autonomous Networks are an ¢aeend solution in ETSI, several ISGs and TCs aréocuiniy

to produce architectures, recommendations and case studies, depending on ISG/TC purposes and
expertise. In order to facilitate coordination and knowleegf@ring among the ISG/TC contributing to AN
and to represent ETSI effort on this strategicttevith other Fora and Alliances, an Operational
Coordination Group on Autonomous Networks (OCG AN), was created. AN OCG WhitepdE2Bp

was recently delivered to report and present a comprehensive and synthetic view of AN main
achievements in ET.Slable 2 reports ISG/TC focus and progress, categorized by activities and enabling
technologies.

Table 2: Autonomous Networks activities in various ETSI technical bodies
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Table 2 clearly shows that some ISG/TC are more focused on Autonomous Networks (ISG ZSM, ISG ENI, TC
INT/AFI) whereas others are very specific to the Autonomous Network evolution and the domain of
network/service investigation (F5G on optical F5G fiaeess, MEC on Muliccess Edge Computing,

NFV on Network Management Domain aviidtualized Infrastructure, SAI on Security for Al, MTS on

testing, IPE in transmission and IPv6 networks).

ISG Zerdouch network and Service Manageme(dSN) is working orthe definition of a new, future

proof, horizontal and vertical entb-end operable framework and solutions to enable agile, efficient and
gualitative management and automation of emerging and future networks and services. Horizontal end
to-end refers to cossdomainand crosstechnology aspects. Vertical eitio-end refers to crosayer

aspects, from the resoureeriented up to the customeoriented layers. The goal is to have all

operational processes and tasks (e.g., delivery, deployment, configurasisurgace, and optimization)
executed automatically, ideally with 100% automation.

ISG Experiential Networked Intelligen&?) is defining a cognitive network management architecture to
adjust offered services based on user needs, environmental conglitiod business goals. Therefore, 5G
networks will benefit from automated service provisioning, operation, and assurance. The use of Artificial
Intelligence techniqgues in the network will solve problems of future network deployment and operation

ENI focuse on improving the operator experience, using clokexp Al mechanisms and metadadaven
policies to recognize and incorporate new knowledge. This model gives recommendations to decision
making systems.

TC INT AFI WG (Autonomic Management and Contadligence for Selmanaged Fixed/lobile
Integrated Networks) produced the Generic Autonomic Network Architecture (GANA) framework,
scenarios, use cases and requirements for autonomiefaaaging future Internet. Its focuses are the
landscape for Autormmic cognitive Management and Control (AMGgference model, GANA
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implementation guide and instantiations reports for various environments/architectqeasd testing
and trust reports for AN.

3.2.3.3 Time Frame

Thetechnicaltrend on AutonomousNetworksis currently acceleratingvith the complexityof network
andthe needfor endto-end solution. Fullend-to-end automationof network and servicemanagement
becomesanurgentnecessity.

In terms of industrial exploitatiarihe time-frame to have fully Autoomous Networks (Level 5) should be
around 35 year, according to major experts. This means #me$DO should move fast to transform
recommendations and scenarios in Standards. A progressive introduction of Autobmraly34) is going

to start in most advanced Telecom Operators. Many experts consider Autonomous Networks a key issue
for 6G.

However, the development toward a domaivide Autonomous Network is by necessity a long term goal
and requires significant effowith step-by-step evolution to push the entire industry to have a common
understanding and consensus on:

Definition of Autonomous Networks concept, framework, Autonomous Networks Levels and key
capabilities.

Development of key mechanisms, interfaces and corresponding metrics to measure the maturity
of Autonomous Networks Level.

Demonstration of valuable use case scenarios and best practices across the industries among
CSPs, solution providers and customers.

Autonomous Networks open business opportunities both in terms of launch of new services and cost
optimization. Significant innovation opportunities beside the current work include:

Network Digital Twin (NDT)

Impact of NDT on AN evolution

Digital Twin for spporting decision making for service and network provisioning
6G & Autonomous Networks

Marketplace for Autonomous Network APIs, identifying the environment required to make them
available and defining the rules for the API development and exchange

3.2.34 Recommendations

Significant effort and relevant initiatives are active acrossitigeistryecosystem on Autonomous

Networks and in general on Network Automation. This outlines the business interest and technological
value of Autonomous Networks across theustry. Majorstandard andndustryfora (e.g. ETSI, IETF, ITU,
TMForum, GSMA, NGMBLc.), Multipartnershipproject for interoperable standards (3GPP) and open
source communities (e.g. ONAd®c.) are delivering recommendations, preliminary standards,
deliverables and APIs.

Industry cooperation and coordination are essential for harmonization, widespread interoperability, and
consistent behaviour, across a matgndor ecosystem. This cooperation softly started with th&BIO
Autonomous Networks (AN)yble, supported by TMForum. This ANSDO Table that includes the main
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projects on AN across the mentionéata and Open Source (ETSI-TTUETF, GSMA, 3GPP, Linux
Foundation etc) organized odine workshops to share results and present ideas, archites, solutions.
Initiatives like this represent a good starting point to improve and launch a stronger coordination, where
ETSI can play a significant role. Most of the areas require studies and a coordinated commitment in the
industry.

The massive actities and deliverables around Autonomous Networks clearly indicate the hype role of AN
in Digital Transformation in the extendedosystem. This means that Autonomous Netwdrasreached
momentum in terms of business intere3there is ufortunately a potential risk of fragmentatian the
relatedrecommendations and standardsat could lead to dack ofconvergence angotential wasted
resource. In order to avoitheserisksit isessentiato find coordination inside ETSI TC/ISGs and to extend
collaboration and knowledge exchange among leading SDOs/Fora.

Within ETSI, further cooperation between individual groups should be sought, as it has been done in the
past, for example, fothe joint development of standardization documents. Cooperation enables a

reaction to new and changed requirements for own products and serdizggsgtheir production or

design. In addition, from the point of view of the actors involved, requirementprfsducts and

innovations for conformity assessment processes, especially tests, can be influenced in their own favour

in the course of joint cooperation. OCG AN can play a role to facilitate cooperation inside ETSI TC/ISG and
can progress with workshopsaledicated items and coordinated meetings.

In general, cooperation among different organizations should be envisaged and encouraged. This
information sharing and knowledge exchange started thanks to the mentioned -S®® Table,
promoted by TMForum andhe first bilateral meetings betweenorking groupdrom different SDOs.

It is recommended that ETSI continues in its leading technical role on AN standardization with particular
attention to the new AN enablers (AlI/ML, Network Digital Twin, API evolugiar), contributes and leads
co-operation initiatives to facilitate the adoption of common standards and avoid market fragmentation.

Being proactive in these initiatives is a way to promote ETSI results on AN, to contribute to the success of
Autonomous Netorks and to facilitate recommendations and standards convergence in the European
Union and worldwide.

3.24 Cyber security, Privacy and Trust

3.24.1 Description

Strongcybersecurity privacyandtrust are keyfeaturesof communicationgechnologiesservicesand
architectures While new technologiesand new usecasedor establishedechnologiesontributeto an
everincreasingsecuritythreat landscapethe fundamentalneedfor strongcybersecurityand underlying
requirementsremainsbroadlyunchangedinnovativeapproachesndsolutionsthat addressnew and
emergingthreatsneedto be combinedwith more traditional solutionsto providefully integratedvertical
securityacrossall layersof virtualized networksandservices.

Dueto the developmentof the Internet of Thingg(loT) andthe rise of Artificial Intelligence(Al), the world
hasneverbeenmore connectedor data-driventhanit istoday. Thesedevelopmentsandthe
correspondinglependencyon verylargeamountsof quality dataandreliableconnectivityhavebecome
criticalto our everydaylives,for businesseandindividuals Otherrelatedtopicssuchasthe needfor
security,privacy,andtrust havealsobeenrecognizedasbeingabsolutelyessentiafor the safeand
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trustworthy deploymentof digitizednetworksand servicesOurgrowingdependenceon networked
digital systemsand softwarebringsanincreasein the variety and scaleof threatsand cyberattacks.

Cybersecurity,privacyandtrust are largeencompassingppicsthat are advancingand evolvingin five
maindirections:

1) More: Thetrend continuestowardsmore of everything.5G,increasingoroadbard speedsand cheap
scalablecomputepower, fuel the creationof new servicesspeciallyaroundprivate 5Gandedge
computing.Thisdevelopmentandthe increasinguseof Altechnologiedurther drivesthe volumesof
privacyandsecuritysensitivedatabeinggenerated . Combinedwith anincreasingelianceof Critical
Nationallnfrastructure(CNI)on communicationsetworksand servicesthis providesattackerswith
aneverincreasingangeof attractive targets.Defenderdandasa consequenceinderlyingsecuity
standardsheedto adaptto addresghesechallengeswith anincreasedocuson detectionand
securityagility. Thisneedfor agility and strongcybersecuritycontinuesto drive approachesuchas
ZeroTrust.

2) Fewer:Anothercontinuingtrend isthe shift to fewer, more powerful entities in the technology
space Purposefullydrivingcentralization certainlyensureshat solutionscanbe deployedbut may
shutout competitors,leadingto a more fragile and potentially anti-competitiveecosystenT hisis
alsoultimately badfor security,privacy,andtrust:

1 worseresilienceandover-relianceon afew entities,
i dataconcentratedin the samecompanies,

1 moreattractivetargetsfor potential attackers,

9 little to no choicefor users resultingin worsetrust.

Thisis both amarketandatechnicalconcern.NecessaryPRownedby a few powerful entities may
be usedasbarriersagainstnew marketentrants. Additionally,closednon-transparenteco-systems
do not benefitfrom review by independentsecurityresearcheravho would otherwiseexpose
potential securityvulnerabilitiesat an earlier stageleadingto strongercybersecurity acrosshe
industry.

3) Shifts:Amoveto the edge,leveragingof Al or automationandreplacementof closedprivate
networkswith publiccommunicationgechnologiege.g.,Private5G),continueto be significant
disruptorsfrom a securityperspective While amoveto the edgedoesnot automaticallyleadto
significantlyincreasedhreats, the distributedandlocalisednature of edgetechnologiesncreass
the riskof compromisedueto anincreasen assetdo be securedandin the numberof points of
accessTheuseof private 5Gby criticalindustriesand connectionof legacyindustrialsystens
(especiallythosebasedon legacynicheproprietary protocols)that were not originallydesignedor
useon moderncommunicationsietworks,requireanincreasedocuson isolationandtrust
establishment.

Networkand Serviceautomationthrough Al continuesto be a doubleedgedswordfrom a security
perspective While securityof Al systemsor processesntroducesnew threatsand attacks,thesecan
be managedf techniquessuchasThreatVulnerabilityRiskAnalysig TVRAare adequatelyapplied.
However the useof Altechnologiedor both cybersecurity and attackand defencepurposessan
increasingchallenge.
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4) Regulationand Certification: Privacyand cybersecurity regulationsare increasingin EU,GDPR
underpinningfundamentalrightsto data protection is beingsupplementedby cybersecurity specific
regulationssuchasEUCybesecurity Act (CSAand pendingEUCyberResiliencéAct (CRA)While
there are commoncybersecurity objectivesin manyregionalor nationalcybersecurity regulations,
there isincreasingragmentationandlackof crossjurisdictionrecognitionwhichincreasesostand
reducesagility, especiallywhere regulationsrequire localisedcertification of productsfor specific
markets.In addition,manyregulationsresultin contradictirg securityrequirements(e.g.,userrights
vsmandatorysecuritypatching) with industryand standardsbodiesleft to interpret a balanceon a
caseby-casebasis.

Additionally,speedof technologychangeandinnovationcontinuesto outstrip regulation.S0sand
industryarethereforeincreasinglyequiredto estimatethe likelyimpactof subsequentegulation
appliedto technologieghat are alreadyin the field. It is criticalthat SDOsndindustryleverage
standardso ensurethat a humanrights-driven"opt in€ rather than éopt outé approachto data
collectionand processings appliedto newtechnologies.

5) Coordinated security: Theincreasinguseof opensource increasingcomplexityof systemand
servicesalongwith increasedavailabilityof low-costattacktools meansthat co-ordinated
collaborationbetweenserviceproviders, researcherand manufacturerds critical. Realtime
standardied sharingof knowledgeabout threatsthrough Information SharingAnalysi€Centres
(ISACsand co-ordinatedmanagemenof vulnerabilitiesthrough Coordinated Vulnerability
DisclosurdCVD}kchemesare key componentsin reducingthe spreadof attacksand handling
zero-dayvulnerabilitiesasthey areidentified. Alltechnologyeco-systementitiesneeda CVDscheme.

While high profile narrow focusattackson governmentor industry systemsoften grabheadlines,
basicexpandingvolumetricfraud, phishingand ransomwarecontinueto demonstratethe human
elementin security.Usability,operationalresilienceand securityof productsare alwaysa trade-off
andattackersare increasinglynnovativein trickingusersto exposethemselvedo fraud. Therebre,
industryneedsto placeanincreasedocuson combinedfraud preventionand cybersecurity
approaches.

Standards have a key role to play in improving cybersecurity across a range of use cases.
3.2.4.2  Affinity with ETSI Work

ETShasmanygroupsthat supportwork on thesetopics. TCCYBERcuseson breadth: creatingsecurity,
privacyandtrust standardghat impactawide rangeof usecasesForexample,it hasproducedworld
leadingstandardson loTsecurity(suchasETSEN303645),data protection and privacy,network
security,mobile devicesecurity attribute/identity -basedcryptographyand quantumsafecryptography;
eachof thesestandardsapplyto avariety of sectors products,usecasesand usergroups.

OtherETSgroupsfocuson:

Secuing specifictechnologiesand systemssuchasmobile/ wirelesssystemg5G, TETRADECT,
RRSRFID)|oTsystemsnetwork functionsvirtualization,intelligenttransports,e-health, mobile
edge,artificial intelligence;or

Specificsecuritytools andtechniquessuchaslawful interception& retaineddata, digital
signatures& trust servicespermissionedlistributedledgers smartcards/ secureelementsand
certification.

ETSI Technology Radar 28



E TSI//// I\
\ ¥

ThenumerousETSgroupsdealingwith cybersecurityprivacyandtrust continuouslyadapttheir work
programmeto addresghe new challengedroughtup by the all connected data-drivendigital society.

ETSthroughits historicalcreationof GSMstandardsjs alsothe largestSDCby membershipto 3GPP
whichisresponsibldor creationand managemenbf mobile network standardg5Gand future 6G).ETSI
alsoworkscloselywith GSMAworkinggroupson topicsenablingthe deploymentof operationalmobile
networks.

Through9 ¢ {abrmaSecurityConferencgcurrentlyheldin Octobereachyear),ETSbringstogether
researchpperators,manufacturersyegulators,andusergroupsto ensurethat ETSand European
standardscontinueto innovateandremainworld leading.

3.24.3 Time Frame

The technical trends above are happening currently and acceleratimganing work spanning security,

privacy and trust needs to continue and also adapt to these ondgaéngls. Additionally, with the

increasing move to cloud centric technology, encryption and privacy, security is not a feature that can be
readily added as an afterthought. Products and system must be Secure by Design with due diligence given
to how that seurity is maintained throughout the entire product lifecycle.

Security, privacy, and trust will continue to be critical for new technological innovations. Gboeaking
technology has the potential to revolutionize our interactions, improve our qualitifeoand enrich
security¢q but without first-class technical standards and good practices, misuse and fraud will prevent
such innovations achieving their market potential.

3.24.4 Recommendations

Without excellentindustryled technicalstandardswell-consideredthreat models,and securitybest
practicesthe securityof communicationgechnologiesand serviceswill not keeppacewith realworld
attacksandfraudg andthat iswhere ETStanhelp.

Recommendation #1TC CYBER (with QSC) and TC SAl each have individual roadmaps to look ahead for
their future sector challenges. All groups within ETSI focused on security, privacy and trust should have
their own roadmaps to navigate the near term and longer future chghespace, and this roadmap

should be reviewed by the groups regularly.

Recommendation #2ETSI needs to be able to belitork Items \WIg), scope groups, host workshops or
send expert liaison statements to relevant SDOs/EC stakeholders on topics as reeadagttto these
future trends. Over the next-2 years, such topics would include:

Centralzation and consolidation(Fewer):Standardsieedto be anenablerfor rapidlychanging
technologiesandimplementingnew usecasesand not a non-agilebarrierto innovationor market
entry. Aggressivenovesby individualmarketparticipantstowardsconsolidationandtechnology
centralizationbasedon their technologyor IPRmustbe counteracted.ETSI'securityandtrust
work createsan open,balancedanddiversemarketthat worksbestfor citizens,governments
andindustry.ETSWorkinggroupsneedto ensurethat standardsare producedwith input from
diverseglobalcontributorsand ensurethat SMEsand smallerstakeholderssiewsare takeninto
account.

Automated data exchange (More)As 10T and Al expand, machines exchange data at a new, large
scale that is only possible through automation. The challenges around protecting user privacy and
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ownership of data require new standards to ensure consistent, interoperaht&high levels of
expectation about how the same data is protected across a range of technologies and domains.

Advancedcryptographyfor nuancedusecasegMore): Qryptography methods such as identity
based encryption, attributdbased encryption and fyllhomomorphic encryption need defining,
and implementation guidance, through higjuality technical standards.

Virtualization (Shifts):Movingto network architecturesof the future, virtualization is a key
aspect.Workis ongoingin ETS{ISGNFVto addresshow virtual networksare createdasand
whenneededto managetraffic volumesor specificusecasesEnsuringhis environmentremains
securewith consistentsecuritybaselinesand utilisingsecuritymonitoringto provisionreaktime
autonomoushealing, requiresnew securitystandards.

ZeroTrust(More): The decoupling of services from transport networks and the move to dynamic
substrate agnostic service communications paths (combining mobile, fixed and satellite) creates
an increased need to focus oisk based Zero Trust security standards.

6G(Shifts):Although 5G is a 2020s deployment technology, core 5G security standards and
principles (includingrirtualization) were largely developed between 2012 and 2017. Similarly,

while 6G vill not be deployed until the 2030s, during the period 2024 to 2027, the core principles

of 6G will be laid down in 3GPP and ETSI. Potential changes will include more cloud native support
of micro services, native support for edge compute op&Nand a potentihdecoupling of the

legacy authentication architecture which exposes 5G to 2G/3G security weaknesses. Therefore,
ETSI security working groups need to develop and share their global interoperable vision for 6G,
focusing on open interoperable standards acradl network and service layers.

Recommendation #3As a world leading SDO in the security, privacy, and trust area, withinchsstry
engagement and expertise, ETSI should continue to take steps to actively share its work and the topics it
addresses i key stakeholders. Although ETSI and 3GPP standards are often the established industry
standards for communication and ICT eystems, ETSI standards are frequently underesented in
European regional activities which leads to fragmentation, reduadticsecurity agility and increased

industry cost. Therefore, ETSI should actively work further on its presence with key stakeholders and
European bodies via communications and formal efforts in the organization to build relationships.

This presence wouldllow ETSI along witandardzation partners to better ensure that established
communications industry standards which are freely available to all market participants form the basis of
regulatory compliance approaches.

3.25 Distributed Ledgers (Blockch ain)

3.25.1 Description

Blockchains, which is the common term used to refer to what more generally should be termed
Distributed Ledger Technologies (DLTS), are promising technologies increasingly used to store and share
data and manage transactions, is@cured and trusted manner, in a fully distributed environment.

Initially conceived to operate in the Fintech field underpinning the rise of cryptocurrencies such as Bitcoin,
Ethereum and others, they are of growing interest in many others areas, suiited Networking,

logistics, egovernment, identity management;feealth, energy, to name a but few. In ICT, the current
trends towards distributed and flexible networks, trustworthy networks and devices, connected and

native intelligence, the convergee®f communication and computing, edge computing, network
automation and massive machine type communication introduce new technology challenges that can
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benefit from the use of DLTs, e.g., to improve trustworthiness, resilience, security, and privagy@T th
system, to improve ICT system operation and management efficiency, to accelerate processes involving
multiple entities and jurisdictions. Additional use cases are described herewith. More than just a
technology, in these sectors DLTs lead to innovetiirough redefining the way transactions, network

access, network resource sharing, collaborative devices, information access and data sharing are operated
among the stakeholders and how they participate in the process.

Some of the main characteristicr@cent DLTs are Throughput (measured by TPM = Transactions Per
Minute), Scalability (the ability to handle growth in number of nodes) and Cost (the amount of
computational resources required to complete a transaction.

An additional key feature of DLTgheir tamper resistance. DLTs are designed in a manner that makes it
very difficult to modify data once it is stored therein. This is achieved by both the cryptographic
characteristics (any change would require recalculation of all subsequent transdtimhs) and the
distributed nature of the DLT (the change will have to be performed on all DLT nodes).

DLTs comprise a wide range of participation schemes, ranging from fulyemorissioned approaches,
adopted from the Fintech areas, where each enstainonymous and has full access to all features, to
various forms of permissioned DLTs, where certain levels of governance permit access and features based
on proven identity. They mainly differ in the trust scheme defining who can register transactites in

DLT. Nofpermissioned approaches allow any participant into the ledger, as long as it can bring a proof of
its commitment. The typical throughput of ngrermissioned DLTs is low and the costs are high, which in
certain cases serves as proof by paptigits to their commitment, and as a barrier against malicious acts.
There are different kinds of such proof, being the most usual podefork, associated with dedicating
resources to computéntensive tasks, a process commonly known as mining. In peomésDLTs, nodes
participating in the consensus are-opted by the rest of participants according to the DLT governance
rules. They typically offer higher throughput and lower costs which makes them more suitable to most, if
not all, mission critical emonments. Moreover, permissioned DLTs can provide further control on whom,
specifically, can create smart contracts (applications) on top of the ledger, which makes it more suitable
for a consortium of multiple organizations (e.g., multiple providers @dretinuum consisting of device

edges, radio access networks, edge infrastructure, and/or core networks).

Additionally, further ledger structure technologies are under study, for example the wgafis instead

of blockchains: the main benefit of grajplased DLTs (nho matter whether permissioned or not) is that
transactions (or blocks) are registered based on previous transaction (or block) history, so no trust has to
be assigned to a concrete node to record them, and thus graphs can offer even highatibub and

lower costs than traditional blockchains. In addition, redactable distributed ledgers now make it possible
to edit or remove inappropriate or incorrect data stored in DLTs. This is done in a manner that maintains
the tamperresistance charactestics of the DLT.

The potential for DLTs in ICT is high and many use cases are expected to emerge in the next years, leading
to new standardization opportunities. Examples include:

Trustworthy ICTIn environments where devices, networks, services, users and applicageds
to be trustworthy, DLT can establish distributed trust among those parties and coordinate their
interactions securely and automatically, without relying on a central party or an intermediator.

A new security paradignthat overcomes the limitation aurrent parametric security
technologies which may not be able to scale to handle billions of 10T devices. With DLT, trusted
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IoT devices can be configured and can operate in a trusted way without the supervision of a
central server.

New ways to train Al ede intelligence along with data processing at the edge, DLT and
federated learning schemes can reduce the computational effort to validate new knowledge
schemes.

A log scheme for tracking the lifetimef edge computing equipment, sensors and IoT devices
(and in future even drones, aircrafts components, robotics or satellites) from manufacturing to
installation and operation, and finally decommissioning, following a path of certified transactions.

Network automation booster DLTs can help improve the nayement of network resources,
such as capacity sharing in distributed networks, spectrum, roaming, infrastructure management
and sharing, energy trading, service federation in virtualized networks.

Service Lifecycle ManagemerDLTs can play a central ralemanagement of services that span
across a mukdomain supply chain. Including full lifecycle management, from inception, through
Configure, Price, Quot€PQ to ordering, fulfilment, service quality assurance, usage
management, change management dimthncial settlement.

To fully active this potential, however, a number of challenges are still open, such as:

Interoperability issues between the various private/public chain/graph variants of DLT currently in
existence.

DLT throughput, scalability amthergy consumption as required by IoT applications.

Compliance with regulatory requirements of business/industrial 10T applications when moving
from a centralized to decentralized transaction model.

Efficient integration of DLT with ICT (e.g., DLT serakeas integral part of the ICT system).
3.25.2 Affinity with ETSI Work

ETSI is already engaged in-gtandardization activities in the area of Permissioned DLTSs, as the kind of
DLTs best qualified to address most of the use cases of interest to th&tipamd governmental
institutions (e.g., énealth). In particular, following its Terms of Reference

WKS ALYRdMzZAGNE {LISOAFAOIGAZ2Y DNRdzZL) t SNX¥A&daizySR
the foundations for the operation of permissiorgidtributed ledgers, with the ultimate purpose of

creating an open ecosystem of industrial solutions to be deployed by different sectors, fostering the
application of these technologies, and therefore contributing to consolidate the trust and depegpdabilit
information technologies supported by global, open telecommunications neté&orks.

3.2.5.3 Time Frame

DLT is becoming a consolidated reality in industry and society. It is expected to continue its growth in
coming years, provided appropriate resolution of the key challenges mentioned above. A great boost

of the technology could come from widespread adoption of DLT in public administration and ICT, as
already planned by several governments and the EC (see the launch of the EuBtpalarihain

Partnership, the EU Blockchain Service Infrastructure, the International Association of Trusted Blockchain
Application).
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3.254 Recommendations

Buildon the work carried out in ETSI ISG PDL and position Bf&leeler in Permissioned DLTs
for the ICT Industry and, hopefully, mission critical vertical markets.

Coordinatepotential opportunities of DLTs in various ETSI Technical Committees (e.g. TC SES,
TCeHealth, TC SmartM2M) through-hdc OCG teams if required and agreed, and better
synagies with the most active EU research institutions.

Liaisewith the key international bodies in the DLTs space, such as (list not exhaustive) OASIS,
ITUT, IETFH/IRTF, W3C, IEEE, ISO TC 36ZLCENC 19, mainly on identity management, and
vertical makets (e.g. precision agriculture, healthcare, energy, and connected and autonomous
vehicles).

Seek alignmenbetween different entities developing DLT specifications through the use of
common terminology and common reference architecture.

3.2.6 Dynamic Data

3.2.6.1 Description

Whether it is called Big Data, Analytics or Dynamic Data, online data acquisition and management has
become central to many businesses and social infrastructures. Although many industry "verticals" have
individually developd extensive sets of (de facto) standards and agreed workflows, the operating costs of
collecting, cleaning and reliably-tsing (reatime) data remains very high in each domain and indeed
accelerates in sgalled Volume and Velocity. The pandemic oudilref Covidl9 in 2020 unfortunately

made very visible the need for credemain interoperability of data processing standards.

The important shift that is occurring is that dynamic data is bem@peddedn wide-area and global

controHoops, to optimizgoroduction, product lifecycles, logistic chains and production planning, as well

as in more loosely coupled systems such as international energy grids, city and national transportation
networks, financial markets, international health research and intéomai public health. The olstyle

"five-year plans" or "annual plans" implemented by human administrators are being replaced by

embedded policies that react to dynamic data. If the data is "wrong" or simply misinterpreted, then the
controHoops can be @verely) disrupted. Dynamic data may include data from I0T sources but is much
ONRBI RSNJ Ay 4021z AyOfdRAY3I F2NJ SEIFYLX S al a8t €Al
mobile phones, trending topics in social media, Digital Product Passposisitalization and diagnostic

records, electronic marketplace transactions, etc.

The above remarks apply also in combination with the topics of Al and of Robotics addressed in this
R2OdzySyido 'L de2aiasSvya OlFy 0SS blLlatapk yuSddtty urdé& Ay O2 NN2
investigation in ETSI SAI) and autonomous robotic systems can cause or experience significant destruction

if their realworld data is inaccurate or not timely. The nascent trend of defining Digital Twihgre

dynamic data, Al antbbotics are all combined to enable autonomous re@irld systems and also

simultaneous virtualvorld emulations; is fully dependent on accurate and timely dynamic data.

3.2.6.2 Affinity with ETSI Work

ETSI has historically two broad areas related tectihg and using dynamic data: network operations
and loT. Both topics are considered in separate clauses (see clause 3.2.3 Autonomous Networks and
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clause 3.2.8 Internet of Things) of this document. This clause considers additionalaras and
higherlayer aspects.

TC SmartM2M has work on the use of 10T systems as an "information feed" for analytics and Al. To enable
"bits and bytes" to be interpreted as reaforld information by Al systems, semantic interoperability is

being developed, including afiment of ontologies and semantics meanings (e.g. see SAREF [22]). The
SmartM2M activity evolves specifications for use in oneM2M and the work aims to harmonize (in
collaboration with stake holders) data definitions across large market segments such gg, esmeart

cities and smart manufacturing.

The TC Smart Body Area Netw(BknartBANreference architecture is managing semantic

interoperability through arbverythingasa-Service (XaaS) mechanism and a Web of Things (WoT)
strategy, to link localbody-area) systems to the Cloud and provide (secure) dynamic data with embedded
semantic analytics (device/edge/fog levels), automated alarm management, distributed monitoring or
control operations.

ISG Augmented Reality Framew®dRF is defining an irdroperability framework for augmented reality
after thoroughly studying the existing SDO landscape in the répbBiIGR ARF 001 [23]. The AR
Framework provides reference points for Interactive Contents and World Knowledge, which would allow
external systes to inject information/objects/actions into the augmented reality view. In such a case,
the ARF platform would become a visualization tool for dynamic data.

The above examples of dynamic data in ETSI standards are usuaibsasdriven. In the group®S
crosscutting Context Information Manageme(€IM) federated exchange of data and metadata using a
generic information model acroskversesystems is the central mission. ISG CIM so far considers
provisioning of provenance, licensing information, datality metadata, etc. as part of its NG

protocol (see ETSI GS CIM 009 [24]). MORPI uses linked open data and property graphs to reference
basically any data and definitions (ontologies), e.g. those in SAREF that are specified in SmartM2M.

3.2.6.3 Time Frame

There is no "big bang" for enabling of dynamic data. gitaelualincrea in theefficiency of data
processingnd the availability of such data through digitalisatame simply rising like the tide. However,
there is a strong probability #t the use of such data will be suddenly restricted at some point in the next
few years due to public outrage at a perceived link with someweald or datadriven catastrophe:

scenarios might include collapse of financial markets due to higsitrading, exposure of sensitive

health records of millions of people, ledown of national electricity grids for weeks after datadits

become badly synchronized, etc. Standards are needed to help detect and prevent such misfortunes and
reassure commercial arulblic interests that risks are both known and monitored.

In the longer term, the standards for data exchange, provenance and quality need to ensure minimal cost
of transactions aneéfficientmonitoring of compliance to regulations (for liability, GDPRA@T, licensing,

etc.). Even "free open data" has very significant production and import costs today (see reference [25]) so
the promise of open data is sharply constrained by the inefficiencies. Standardization can dramatically
reduce those costs, impreweliability, increase transparency and facilitate compliance.

3.2.6.4 Recommendations

ETSI is at the heart of telecommunications, but it is not at the heart aflakethat is carried by those
telecommunication networks. No single SDO can make thahctata is too diverse. Therefore the key
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recommendation for ETSI is to collaborate with other organizations and SDOs to make the collection,
discovery, transmission, assessment and monitoring of dynamic data as efficient and universally
interoperable as pssible.

Such forming of partnerships and collaboration may need more flexibility and speed than in past decades
and ETSI processes will need to adapt:

promote joint or complementary technical work, organizing common events, or consider specific
work for ollaboration using the PAS scheme

Ay@SadaAaaridsS YSikya (2 FaaSaa GKS daljdzrtAtee 27
capabilities referenced by new standards, expanding the work initiated by ISG SAI

collaborate on quality metrics in the areasAifhumanmachine and machinrenachine interfaces
for information viewing/exchange

investigate means to apply General Data Protection Regulation (GDPR) principles to dynamic data
streams

3.2.7 eXtended Reality (XR)

3.2.7.1 Description

eXtended Reality (XR) is the umbrella term used for Virtual Reality (VR), Augmented Reality (AR), and
Mixed Reality (MR), as well as for future immersive technologies yet to be developed. XR covers the full
spectrum of real and virtual environments. Figrédlustrates how the differentrealities’ relate to each
other; it is based on the Realityirtuality Continuum defined by Paul Milgram in 1994 [26].

Extended Reality

|7 Mixed Reality —

Figure 7: The eXtended Reality Landscape

Mixed Reality (MR) allows to augment the user perceptiothefreal world with additional digital
OS2y (iSyio wSOSyites GKS GSNY¥ 6aSil@SNESE KLa I faz
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there wuld be a single, unique and interoperable Metaverse accessible through XR devices by a very large
number of users.

When most people think of VR and AR today the most obvious examples are likely to include gaming and
entertainment. Virtually enhanced gamefien involving popular gambased characters and fully

immersive devices that enable usé¢o be able to interact with virtual environments have gained much
popularity over recent years.

However that is rapidly changing and the deployment of applicatitiasvs that the development of
enterpriselevel XR devices, solutions and services is now overtaking thecpnseimer applications.

Through the use of Extended Reality (XR) technolpigiesndustrial sector is realising the potential to
boost productiviy and quality whilst ensuring the safety of workers in potentially hazardous
environments.

Examples include the use of VR for training or optimization purposes to simulate dangerous working
environments and/or working with expensive, easily damaged equipment, without the potential risks to
the materials or to the user. In this environment thencept of a digital twin is becoming more and more
popular as the digital representation of a physical or immaterial object of the real world inside the digital
world.

AR can be used to provide essential information about the equipment that is being rtaagbdirectly

to the user, hence reducing the time and effort spent by engineers, technicians, or maintenance staff
referring to online manuals while performing complex operations. A report developed by ETSI ISG
ARF002 [28] identifies the top four typesf use cases for enterprise AR; these are inspection/quality
assurance, maintenance, training and manufacturing.

In addition to Industrial applications, the healthcare domain is one that clearly benefits from the
application of XR technologies. From the us VR to help treat patients with phobias and anxieties, to
the use of AR by surgeons both in training as well as in the operating theatre.

In the domain of consumer products, these technologies can increase consumer engagement, attract
more customers, &d provide an extended shopping experience.

Other domains that are also prime candidates for the use of Extended Reality include (but not limited to):
Events and live/immersive experiences (sporting / musical / cultural)
Social Networks
Video entertainmeat
Tourism / navigation
Construction
Military
Education

And many more
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All of these applications require ultr@liable and ultrafast connectivity, which means their area of
implementation will certainly be greatly increased as 5G networks are deplayedsathe globe.

Adding Artificial Intelligence to the 5G connectivity and the application of extended reality technologies,
will provide some of the most influential technology trends of the coming years.

3.2.7.2  Affinity with ETSI Work

ETSI recognizebd importance of Extended Reality technologies and has established a dedicated
technical group, ISG Augmented Reality Framework (ISG ARF) that defines a framework for the
interoperability of Augmented Reality (AR) components, systems and services inccotdeate a healthy
ecosystem and enable a diverse range of providers to offer components of complete AR solutions.

The main objectives of ISG ARF are:

to define a framework for the interoperability of AR components, systems and services, in order
to reduce market fragmentation and enable providers to offer components of complete AR
solutions;

to encourage the development of higierformance Augmented Reality components which are
portable between different hardware vendors, different providers of saftevsolutions and
platforms;

to achieve ceexistence of legacy and proprietary platforms whilst enabling an efficient migration
path to fully interoperable platforms.

ISG Augmented Reality Framew@dRF has defined a functional reference architecture doigmented

reality solutions (ETSI GS ARF 003 [29]). The group specification introduces the characteristics of an AR
system, defines a functional reference architecture and describes the functional building blocks and the
relationships between these blockEhe generic nature of the architecture was validated by mapping the
workflow of several use cases to the components of this framework architecture. The group started with
the description of requirements at the interfaces between several blocks of tieeaete architecture

(ETSI GS ARF @D4dp to ETSI GS ARF-804For two of these interfacethe definition of an open API

was successfully finalized, and its usage was shown for a selected use case. The API specification is
described in GS ARF 005 thisaincludes links to the software repository on ETSI Forge. The scope of the
ISG is AR but the AR interoperability framework should overall be applicable to XR components and
systems.

ETSI work is underpinning the ongoing activities in 3GPP SA4 on 3R. &k to the wide range of
services and use cases enabled by XR, standards are necessary to define a client/server XR reference
architecture powered by 5G connectivity, low latency, high throughput, and distributed computing. The
main directions of 3GPRork in the area refer to the main technical enablers:

Quiality of Experience technical requirements (latency, Bandwidth) in the various XR application
areas

Immersive Multimedia enablement (Voice/Audio, Conferencing, Telepresence)

Evolution of Mediatreaming architecture
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3.2.7.3 Time Frame

Extended reality technologies are currently being deployed in many domains, but much of that is based
on proprietary specifications from a number'¢drgecompanies, which certainly ensures solutions can

be deplyed, but does not ensure interoperability between devices, data and services, and slows down
large-scale adoption.

As the market expands into multiple sectors over the com#u3gyRars, it is expected that the need for
interoperable products and serviceslvincrease, particularly when AR/VR/XR is used for business / safety
critical applications.

Some projections (e.g. GSMAIoud AR/VR WP, Apr 2019) [30]) indicate the number of XR consumer
devices could double from 2018 to 2022, to target around 70anillievices. This is a substantial growth
prediction but still limited by device cost, visual quality in mobility, and computational capabilities. This
suggests the need for standards and architectures where the XR service is distributed among different
interoperable components, in the cloud and at the edge, easing the deployment to the market of XR apps
and fostering the development of a new ecosystem based on XR components, XR Platform aggregators,
Cloud and connectivity providers.

3.2.7.4 Recommendations

As with other technologieshere is no single SDO that is working alone on producing the numerous
standards that are necessary for VR/AR/XR evolution and deployment across multiple domains.

Therefore the key recommendations for ETSI are related to tipepnity to develop synergies and
enablers. In particular:

Collaboratewith other organizationsand SDOs, particularly with the representative groups of the
users that will be applying XR technologies to their business processed.

Promotethe current actvities carried out by ISG ARF on XR enablers, with particular focus on
architectural frameworks, component interoperability, cloudification and edgification

Coordinatepotential opportunities of XR for various use cases in various ETSI Technical
Committees (e.g. TC eHealth, TC SmartM2M, 1ISG MEC) throtlybcadCG teams if required and
agreed, and better synergies with the most active EU research institutions.

ETSI has signed Memorandum of Understandings (MoUs) with the follovgagiations

TheVR/AR Association (VRARA), an international organization designed to foster collaboration
between innovative companies and brands in the VR and AR ecosystem that accelerates growth,
fosters research and education, helps develop industry standards, cormeatber

organizations and promotes the services of member companies.

The Augmented Reality for Enterprise Allia(BREZA a global noprofit, memberbased
organization dedicated to widespread adoption of interoperableeARbled enterprise systems.

The Krronos Group, an open industry consortium of over 150 leading hardware and software
companies creating advanced, royaltge, acceleration specifications for 3D graphics,
Augmented and Virtual Reality, vision and machine learning.
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The Open AR Cloukssociation, whose mission is to drive the development of open and
interoperable spatial computing technology, data and standards to connect the physical and
digital worlds for the benefit of all.

Some members of the ETSI ARF group are also contributing Metaverse Standards Forum (MSF) in
different working groups (Network requirements, Real/Virtual World integration, etc.). The work
performed within ETSI ARF will also be listed in the standards register of the MSF. This offers
opportunities to collabeate with XR industry leadergromote and develop the work of ETSI ARF.

ETSI is uniquely placed to address the challenges of XR, and in particular those relating to geographic
positioning using 5G capabilities.

3.2.8 Internet of Things

3.28.1 Description

The Internet of Things has been predicted, hyped, defined, standardized, implemented, promoted and
analysed for decades, so it cannot really be categorized as a new trend. However, the 10T creates a

Fdzy RIF' YSy Gt { Nbeyoal-iizi 5RY o FyetiNIDE ¥n@ geiworkplace were directly "at

hand", as they have been for thousands of years. In a digital environment, direct human senses are
substituted by electronic sensors and human actions actuate machines even at thousands of kilometres
distan€ 6Sd®3Id NBY203S RNRBySa alOlyyAy3d RAAIl &S NI | NBI a(
submarine cables, or at a smaller scale the targeted delivery of medicines using nanorobots inside the
human body, becongpossible.

Back in 2018 we witnessed apipg point, where the number of 10T connected "things" exceeded the
number of connected humans. However, the rate of growth is slower than many expected, principally due
to the extreme fragmentation of the market and the diverse methods of managementof th
millions/billions of devices. This diversity is partly due to the huge range of sensors and actuators
required, with varying compromises regarding robustness, power usage, wireless or tethered operation,
etc. However, it is also due to a "gold rush" aggarh by companies, both big and small, seeking to deploy
unique (i.e. norinteroperable) systems as quickly as possible in order to take advantage of Metcalfe's
Law and play a significant role in transforming the global economy.

Similar factors led to thgrowth of hundreds of different standardization group activities. Therefore in
2012 ETSI cdounded, together with partner standardization bodies on all continents, the organization
oneM2M (see below) to consolidate such work. Particular focus was ptacebtaining a "locahetwork
agnostic" connectivity and a common management layer with Haikkecurity functions. Progress has
been steady in the original 10T paradigm ofcedled "machine to machine" communication of sensor data
and actuation.

Developnents continue, however, and the Internet of Things paradigm is now evolving beyond just
"remote sensing/actuation” in at least seven different dimensions, towards:

robust and interoperable labelling of information (semantics) to avoid misinterpretatidren
sensor data is reised outside of its original context or its original verticatiyggrated use case,
e.g. when weather data is coupled with measured pollution data in a climaigelling emulation

untethered sensors that are made free of batterypmwer constraints by using e.g. photovoltaic
conversion of ambient lighting for harvesting energy and using pervasive radio networks (see

ETSI Technology Radar 39



E TSI//// I\
\ ¥

clause 3.2.1 5G Evolution) for input/output, to enhance and monitor components throughout the
complete lifecycle of poducts e.g. from presales testing, to monitoring of performance, to
decommissioning

semiautonomous robotic systems that act also upon locatiguired I0T sensor data (see
clause3.2.10 Robotics and Autonomous Systems) e.g. a “maming robot" or anore complex
Mars Rover that navigate around obstacles

providing human operators with enough data and controls, in a virtual environment (see
clause3.2.7 eXtended Reality), such that the human operator can be the "brains" of a remote
robot or drone or canplex item of equipmente.g. operation of a remotsurgery system

massive statistical analytics and emulation systems for complete processes such as supply chains
or vehicle traffic on extensive road systems (see clause 3.2.6 Dynamic Data) e.gwesitity af
mobile network activity to model and predict current estimated times of arrival for travellers

integration of metamaterials and nanosensors in local networks which (sporadically, so as to
conserve energy) federate with wigrea and clouébased metworks, but have local autonomy

unified and interoperable connection using innovative end to end protocols, optimised to
specialised solutions, able to guarantee ulivav latency and reduced energy consumption in
connectivity, e.g. radio.

Alternatively,unified and interoperable connection using Internet Prota¢Bl for general
purpose solutions (e.g. non reine or energy) in order to guarantee eito-end connectivity.

These further dimensions for 10T have already provided very practical resuisnia specific use cases

or domains, where stakeholders have united to focus on a selected few specifications and frameworks,
for example the Industry 4.0 framework that is targeting Smart Manufacturing. In that usage domain,
since the early days of commrtcontrolled machining, the industry has grown based on dozens or
hundreds of proprietary interfaces that manufacturers each designeth&rtools. Now, repeating the
lessons learned over a century ago when hundreds of national and local "standardst &nd bolt
screwthreads transitioned to a single metric system, the efficiency gains arising from usage of a common
set of interfaces for all manufacturing equipment will be monumental. ETSI standards groups developing
IoT are beginning to work withush proprietary systems in order to integrate various approaches e.g. OPC
UA interfaces [31] in oneM2M or MQTT interfaces [32] in ISG CIM.

It is clear that all of the above trends relating to loT will ensure that connecting objects/things to
networks willprogressively become more beneficial, provided that appropriate and reliable
security/privacy systems are part of the designs and deployments (see clause 3.2 geQyfityr Privacy
and Trust).

3.2.8.2 Affinity with ETSI Work

As indicated above, ETSI lth®sen an open and integrative role in promoting Internet of Things. The
approach is founded upon providing modular interfaces (e.g. for radio connectivity in 3GIBFP)NBd
integrative frameworks (e.g. oneM2M) then combining them as needed for pantinge&cases.

Different ETSI standards groups can play different roles in providing interoperable standards for loT.
Below are some key examples, beginning at the fundamental connectivity layers:
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3GPRLTEM, NBIloT and EGSMIoT)provides widearea connectivitystandards specifically
customized to 10T (huge number of devices per base station, options for standby status to save
battery power, etc.).

SmartBANidds docal personalarea network to the human bodyto collect and retransmit
information from sensors for eHealth, XR and other applications.

DECT®BNnd DECT ULE (Ultra Low Energy Digital Cordless Telecommunicagiansgile local area
radio networks in protected spectrummore reliably than WLAN and with longer range.
DECT2020 NR [33] is a 5G new radio interfa@séd on OFDM and MIMO and provides scalable
bandwidth, mesh networking, Ultra Reliable Low Latency CommunicdtiiRisLCand massive
Machine Type Communicatio®MTQ.

SmartM2Mincubates new approaches ftoT and contributes them to oneM2M.g. application

of 10T to Smart Lift SARERwhich is managed within Smil2M) is ourSmart Applications

REErence ontology that allows connected devices to reference semantic information in many
RAFFSNBY (G FLIWX AOF(GA2YyaQ R2YlIAya adzORK a SySNH

oneM2M provides global standards on requirements, architecture, API specifications, security
solutions and interoperability for Machingo-Machine technologiedor awide range of
technologies so they can work together for Internet of Things. It aims to be network and
information-source agnostic for maximum interoperability.

ETSI ISG CHlpecifies a protocol called NAD runnind'on top” of IoT platforms and allowing
exchange of data together with its context, e.g. what was measured, wieere, by what, the

time of validity, ownership, etc. This extends interoperability of applications, helping e.g. Smart
Cities to integrate services.

The status of 10T technology in ETSI can be summarized as:

ETSI has created interfaces and frameworkdife complete range of IoT applications and is
developing interworking approaches to integrate the very many proprietary interfaces and
eliminate the risk of "lock in".

ETSI has given cyber security a high priority in its 0T standards, but the matkietésy
inconsistent in how cyber security is applied.

ETSI integrative standards have not yet reached the widespread adoption needed in order to
break down the barriers between all the many vertical solutions and allow-clarssin 10T to
expand alonghe five "dimensions" explained above.

ETSI's special role in promoting interoperability and conformance testing has not yet been applied
to all the levels of 10T, although oneM2M has partnered in-2080 with GCF to offer global
conformance testing an®IG CIM has created a develofrendly test suite for its protocols.

There is not yet analysis within ETSI on integrating IoT into the complete life cycle of products
using devices capable of energy harvesting and embedding them using arieciditive
manufacturing.

3 Seehttps://saref.etsi.org/
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3.2.8.3 Time Frame

The time frame for 10T is now. Below are a number of recommendatinh®w ETSI can accelerate
acceptance of existing standards and work to fill some gaps. On the other hand, it is probable that at least
another fiveyears will be needed to bring some consolidations to the many different vertical markets.

3.2.84 Recommendations

The success of 10T is still restrained by insufficient interoperability, so the key recommendations for ETSI
are:

promote existing ETSI standa related to 10T and especially from oneM2M so that the barriers
between "verticals" can be broken down, particularly in the key domains of Smart City, Smart
Manufacturing and environmental monitoring

promote ETSI standards for cyber security in loTvamdk with European and other important
cyber securityorganiationsto ensure that loT solutions are not fundamentally damaged by
cyberattacks and are not maliciously-tesed to contribute to attacks

promote consensusdriven development of ontologies, esgially in relation to SAREF, so that the
meaning of collected data is not lost in translation

promote exchange of (meta)data that-teses existing consensus ontologies (like SAREF)

foster examples from industry of "turnkey solutions" that use ETSI $pe@ins, to act as
inspirational examples for Smart City, Smart Manufacturing, etc. or other specific use cases

note where proposed "turnkey solutions" are not viable due to missing standards and
subsequently work to fill any important gaps

collaborate wih research projects so that as much of the projects and their pobgirinciple
activities (re)use standards where feasible, rather than inadvertently inventing equivalent or less
interoperable interfaces

provide flexible testing and conformance optidies ETSI standards, to encourage their
interoperable use

collaborate with European research projects in leadidge areas such as additive manufacturing
or the circulareconomy

promote SMEs use of technologies such as private 5G networks, open souleméanfations of
loT federated platforms, etcto encourage entrepreneurship and sustainability

3.2.9 Quantum Computing, Encryption, Networks

3.29.1 Description

Quantum mechanics is a welstablished theory that is used to predict the behavioumattter and

SYySNHe R2¢y (G2 GKS aoOlfS 2F &dzol d2YAO LI NIAOf Sa
many times counterintuitive and cannot be explained by the rules of classical physics. An understanding
of quantum mechanics has supportdtetdevelopment of technologies such as lasers, transistors and
magnetic resonance imaging, among others.

Today, not only are we able to understand the effects of quantum mechanics but we also have the ability
to actively manipulate individual particlesaiguantum level and quantify their states in a single
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operation. This will enable the development of a new generation of quadiased applications, namely
in the areas of quantum communications, quantum encryption, quantum computing, quantum simulation
and quantum sensing and metrology.

A possible base unit of quantum information is the qubit. This is analogous to a binary bit except that a
qubit can be in a superposition state of 0 and 1 rather than being known to be either O or 1 at a given
time as for ainary bit. Concepts such as superposition (objects can exist in multiple states until they are
observed), measurement (an object in a superposition state can be changed to a specific state when
measured) and entanglement (two qubits can have a commoerpasition state and, even when sent

far apart, an action taken on one of the qubits will influence the detected properties of the other) are
central to developing new ways in which quantum information can be processed.

Quantum computers exploit charactstics of quantum mechanics to process information in new ways.
They process qubits instead of bits and their computing power will double with eachquadity qubit
that is added. It is expected that a Quantum computer can break all existing public/kéygecaphy,
optimize data analytics and solve problems in many areas that have extreme complexity.

Future quantum information processing will create the need for a quantum internet that can transfer
guantum states and enable them to be processed collalieeht in remote locations. The basic principle

that unknown quantum states cannot be measured without disturbing their state can be used today to
establish cryptographic keys securely over optical telecommunication links. This is called Quantum Key
Distribution (QKD) and since its security does not derive from computational complexity the keys resulting
from a QKD protocol are not subject to retrospective attacks enabled by advances in computing power.
The prospect of quantum computers offering new waysdtve mathematical problems that public key
cryptography used in current networks relies upon is focusing attention on the issues and QKD offers an
alternative in this respect. Doing this over large distances presents challenges since the signals cannot be
amplified without errors using traditional technologies and quantum repeaters-{erehd teleportation

of quantum states) are not yet mature.

The evolution of quantum networks will have several stages going fromymetum networks where

end nodes aralirectly connected and can perform quantum key distribution up to a full quantum

network with qguantum computers at end nodes, intermediate repeaters and quantum memories, capable
of endto-end delivery of quantum states and execution of distributed quan&gplications.

In the area of Quantum simulation we can expect use cases such as ICT infrastructure simulation (e.qg.,
traffic loads), Proteomics, Genomics and drug simulations in Medicine, predictions and risk analysis in
Smart cities and transport, climaprediction.

Finally, in Quantum Sensing and Metrology we can expect e.g. improvements in clock synchronization
that leads to more accurate sensors with impact throughout many sectors, enabling new applications
such as finer slicing and higher bandwidbh ime-dependent multiplexing of networks.

Although the practical use of inherently quantum technologies is just starting, it will bring important
disruptions to the way we plan, build, operate and use our future networks and computers.

Some foreseen apigations are huge advances in secure communications using quantum key distribution
as well as secure login into networks, enhanced Global Positioning System (GPS) with more accuracy,
more secure applications for voting and digital signatures.
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The advent blargescale quantum computing offers great promise to science and society, but brings with
it a significant threat to our global information infrastructure. Pullgy cryptography widely used on

the internet today- relies upon mathematical problembat are believed to be difficult to solve given the
computational power available now and in the medium term. However, popular cryptographic schemes
based on these hard problengsncluding RSA and Elliptic Curve Cryptographill be easily broken by a
guantum computer, putting confidentiality of reéime and stored information at risk. This will rapidly
accelerate the obsolescence of our currently deployed security systems and will have dramatic impacts on
any industry where information needs to be keggtcure. Major efforts, called quantusafe

cryptography, are taking place to identify algorithms that are resistant to attacks by both classical and
guantum computers, to keep information assets secure even after a-Ergle quantum computer has

been bult.

3.2.9.2  Affinity with ETSI Work

Perceived as the basis for a disruptive evolution of computing and networking, quantum technologies will
be at the heart of ETSI evolution. In fact, ETSI is already engaged in related standardization activities:

ISGQKD (Quantum Key Distribution) where quantum cryptography for ICT networks is covered in
some critical areas such as implementation security, metrology of components and modules, and
interoperability.

TC CYBERuantum Safe Cryptography and Secu@ggwhere assessments and
recommendations on the various proposals from industry and academia regardingoddl
deployments of quantunsafe cryptography are made, including practical properties such as
efficiency, functionality, agility, etc. QSC also cegarcurity properties and appropriateness of
certain quantumsafe cryptographic primitives to various application domains (Internet protocaols,
wireless systems, resource constrained environments, cloud deployments, big data, etc.).
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3.2.9.3 Time Frame

Thefull potential of the application of quantum mechanics to computing and communications is still at an
early stage with many developments taking place in academia and research, together with some major
industry players. However, proaff-concept networks & being constructed in a number of locations and

the potential of quantum technologies is catching the attention of governments. For example, the EU
AYAGALFGSR (GKS davdzZ yidzy ¢SOKy2f23ASa8 CflF3IAKALE Ay
QuantumCommunication Infrastructure (EuroQCI) initiative to construct a secure quantum

communication infrastructure spanning the whole EU (including its overseas territories) was launched in
2019. The first optical fibre implementation phase of EuroQCI kiokdd January 2023, with an

operational fibre deployment phase to follow largely during this decade, and two satellite deployment
phases are also planned this decade and the next. More advanced quantum technologies are likely to be
progressively introducedtremove limits and improve scalability through the remainder of the decade

and beyond. It is also planned to build 6 stafethe-art pilot quantum computers, integrated into the EU

I A3K t SNF2NXI YOS /2YLlziAy3d W2Ayi) Lotd@hddete] Ay IQa &
announced in October 2022 with initial access to the European research community expected to start

from 2024. NIST has concluded a competition and selected QSC algorithms for standardization in 2024.
Many governments have set dates foragdion between 2025 and 2035. For example, the National

Security Agency (NSA) has set a deadline for national security systems to have implemented QSC by 2035
with intermediate targets in 2030 and 2033.

3.29.4 Recommendations

Progresghe work carried outn ETSI TC Cyber/Quantum Safe Cryptography in order to position
ETSI in the leadership of this specific area

Monitor the evolution of Quantum technologies in a continuous mode, identifying challenges and
opportunities that may impact ETSI evolution

Strergthenthe relation with R&D institutes, NMIs and Academia in this area, reaping the benefits
for an early start in Quantum standardization aligned with policy, industry and societal needs

3.2.10 Robotics and Autonomous Systems

3.2.10.1 Description

The presence of an ewvancreasing number dRobotics and Autonomous Systeni®AS) in modern

digitized applications represents a rapidly growing trend in our daily life. Research and development in

w! { OFy 08 OKrhuNdisGgiirfanZciersifit ard techhological domain for implementing

complex systems with cognitivepmabilites 6aSS GKS 9! L/ ¢ {dGFyRFNRATLFGA

For many decades, RAS have been used in a number of business applications such as industrial
manufacturing, logistics, maintenance, space exploration. More recently, with significant impeote

in sensor technologies, connectivity, computational capability, embedded intelligence and Machine
Learning, new application areas have broadened the potential use of RAS, for example in precision
farming, autonomous or assisted driving, Unmanneda&ystems, surveillance, emergency and rescue,
military, Machine to Human social/commercial interactions, health care, assistive living, entertainment,
education. RAS deployment brings a strong economic contribution as an industrial and commercial
activity on its own and creates new challenges due to its disruptive impact across diverse market sectors
worldwide, the emergence of ethics considerations when RAS autonomous decisions apply in the field,
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the necessity to redefine technical models for architeatwesign, interoperability, certification and

testing. The advent of RAS will also and already has introduced a deep impact on jobs and skills, leading to
the eventual replacement of humans in certain sectors or new relations between humans and

collaboraive RAS (cobots).

Various technologies contribute to enable a new generation of RAS, such as mechatronics devices, power
systems, sensors, data communication systems, computer software rageltit technologies, signal
processing techniques, artificiatélligence, machine learning, communication technologies, from short
range communication to 5G and 6G.

RAS can have many physical aspects and different capabilities. Examples of categories of RAS include:

Industrial RAS & | dzii 2 YI G A OF f fatmable yhuitinRpbse Banpuladdds LINE 3 NJ
programmable in three or more axes, which can be either fixed in place or mobile for use in
AYRAZAGNR L Fdzi2YlFGA2Yy | LIWLX AOFGA2Yy&aégd oL{ho

Unmanned Aerial Systems (UAS3 sg’xstemvcomvposed by Unmanned Aerial Vehicle (UAV) and
NBfFGSR O2YYlIYR YR O2yiNRft TFdzyOlGAz2ylfAleé¢ oo
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Health RASdeployment of robots and autonomous systeimareas like surgery, tumour
diagnostics, and caretaking of older and disabled persons

Cloudenabled RA% &+ ye w! { GKFG dziAafAl Sa G4KS Of 2dzR Ay
execution, i.e., a system where all sensing, compu:[ation and mearergiot integrated into a

aAy3ats avlyRIFEfT2YS aeausSYe oOWd YdzZFFYy SND

Collaborative RASany RAS intended to interact with humans in a shared space or to work safely

in close proximity. An extreme example of Collaborative RAShatbot software designed to
imitate human conversations, locally or remotely

3.2.10.2  Affinity with ETSI Work

As RAS is an integrated result of many digital and ICT technologies in the ETSI domain, the affinity is
strong however, thefuture direction of robotics andelevance to work in ETSI is constantly evolving

Neither robotics cloud robotics, autonomous systemar artificial intelligenceare in the
mainstream of ETSI activities and are not cited inEM&Director General progress repd022

(see [39)

Standards for Drones and UAV traffic management, are part of ETSI TC ERM WG AERO
responsibilities and studied in 3GPP SAG6, with increasing focus on KPIs related to UAV 5G
capabilities

Many of Industrial Robotics radio enablers are tackled in TC ERM. Moreostarilards
developed in 3GPP are a key enablement for RAS systems, and ISG SAI (now TC SAl) is addressing
RAS as one use case of Securing Al

Although Cloud is central in many ETSI activities (Cloud RAN, Cloud Management, Cloud Native),
the ETSI focus orldDd Robotics is currently marginal/naaxistent
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Most of the new challenges related to RAS are associated to the adoption of Al capabilities and
thereby onlyindirectly addressed by ETSI in the relevBB$ISGsand highlighted in the ETSI OCG
Al group

3.2.10.3 Time Frame

The advent of RAS is already a realipdustryand society. Aindustryanalysts agree that RAS
represent a fundamental shift in many economic sectord that trend will continue and accelerate over
the years.

3.2.10.4 Recommendation s

As highlighted in th@024EC Standardization Rolling Plan [34], despite its work in many enabling
technologies ETSI is not tbere SDO in RAS. ISO (TC299, TC184), IEEE, CEN (TC 310) are more engaged in
the subject, although not all the RAS challengesaztually addressed (e.g. safety, protocols, knowledge
modelling).

The recommendations for the ETSI Community could therefore be-foldéd:

Followthe activities carried out in other SBQespecially for Industrial RAS. This would avoid
overlaps with other SDOs.

Promotethe current activities carried out by TC/ISG on RAS enablers, with particular focus on
wireless communication capabilities, safety and security. This could include, too, to track internal
RASrelated activities and evaluatcollaborations with other SDOs/fora (e.g. OCEANIS).

Considetthe opportunity of exploratory work on Clotghabled RAS: with the advent of 5G low
latency communication, edge computing and new sensors, the area has a growing potential that
easily fits withETSI strengths.

3.2.11 Photonics

3.2.11.1 Description

Photonics is the science and technology of light, identified in ETSI Strategy as a major Technology Trend
and an essential contributor to the European and worldwide economy. The global segtowiag twice
as fast as the GDP.

The evolving need for higher bandwidth (faster), reduced latency (quicker), increasing number of
end-points (wider), enhanced energy efficiency (greener), netwamkiputing integration (smarter) and
enhance perception ofisrounding environment (more aware) makes out of Photonics a key enabler for
the development of advanced digital technologies and services. In the future, many electronic based
systemswill be replaced by photonidsased solutions, taking advantage ofutsique features.

Many diverse application scenarios are enabled by Photonics, including Ultra Broadband communications,
Free Space Optics, Quantum networks, THz Communications, Critical infrastructures and Photonic
Sensing, among several others. The Euanp€echnology Platform Photonics21 unites the majority of the
leading photonics industries and relevant R&D stakeholders along the whole economic value chain
throughout Europe. The community looks into photonics in a quite broad way including accorttieg to
Leaflet

Photonics in life sciences and healthcare (Wearable medical sensors, "Clinic on a wrist")
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Photonics for safe, nutritious and affordable food (gas, liquid, matter sensors for agriculture and
food monitoring)

Photonics for autonomous and connedtmobility (LIDAR, 5G, 10T)

Photonics for sustainability and a clean environment (sensors for air and water quality
monitoring)

Photonics in manufacturing and production (Industry 4.0, lloT, Factories of the future)
Photonics for smart homes and livealsides (Smart Cities, LiFi)
Photonics for a secure and resilient ICT infrastructure (networking)

Photonics as a driver of the digital knowledge society including novel hyperscale data centre
architectures

In the realm of ETSI and near ICT the followingctopre for more detailed interest:

Optical Networks whose development is key to enable the large capacity, energy efficiency,
extended reach and low latency to support the new service and traffic requirements of the digital
era, an essential resource to build future mobile networks, to ensure-iated inta-data centre
networks and to become widely employed at all levels of networks, from core to access. Many
new challenges are expected as the elegitmtonic integration needed for a new generation of
optical networking, new network architectures with exlglouds close to the end user, flexible
capacity scaling, programmability, Optical Network Automation, slicing, E2E management,
coherent communication systems, security and many other leveraging the need for future
standardization.

Optical solutionscangive a huge contribution to sustainability. In access, the optical passive
solutions can enable better energy efficient when compared with other largely deployed
solutions. These technologies will evolve from current 10, 50 and upcoming 100 GPON to
Cohereth PON solutions. In transport, reducing the optielctric conversion by new optical
packet switching technologies can leverage photonics technologies fopkifiirmance and
sustainable novel network architectures.

Critical infrastructuresasthe factaries of the future, private enterprise networks, and vehicular
networks are specific use cases where the benefits of reliabilitygmutro-Magneticinterference
(EM) immunity make optical network technologies attractive and specific standards areedquir

Quantum networkingthat enables the development of Quantum communications for the
creation of next generation of secure telecommunication networks. Quantum networking for
guantum key distribution is still a challenge. The whole ecosystem involves aumer
technologies, platforms and application where recommendations on protocols, components and
infrastructures requires continuous update.

Photonic sensinghat opens new horizons for improved and robust sensing capabilities in
factories, healthcare, auttomous driving, agriculture and many other areas that require spatial
resolution, 3D sensing or augmented reality. Photonic sensors will have a wide range of
applications providing both the sensing and measurement functionalities to leverage the 0T
ecosy$ems in almost every sector. Note that phonics sensing can be based on fibres or in
free-space.
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Optical Wireless Communicatioromplementing thecontinuous need for new spectrum and
capacity, being through FregpaceOptical (FSO) poirtb-point but alsothrough technologies

based onvisible Light Communication (VLC), generally referred as LiFi (Light Fidelity), enabling
bi-directional communication, multiuser access and handover. Both wireless as well as photonics
oriented aspects are part of such a trend

Terahertz Communicationgnabling Terabiper-second (Tbps) to become a reality within the
next five years. This will require a physical layer efficiency of 100 bit/s/Hz and a photonics
approach (e.g. unitravelling carrier photodiodes, photoconductivermnas, optical down
conversion systems, quantum cascade lasers) is one of the most promising paths to achieve it.
Terahertz Communications is one of the megatrends identified and further described in this
document, where Photonics is a key enabler

3.2.11.2  Affinity with ETSI Work

Taking into account the major importance of Photonics for the next generation of networks and services,
ETSI should be engapeith the Photonics R&D communities and look for an active role in the
development of standardsat relate with Photonics enhancements.

Currently, ETSI has activities in the area of optical networks (ISG F5G), Quantum (ISG QKD) and THz
communications (ISG THz).

ISG Fixed Hfth Generation (F5G)

F5G establishes a structured approach to the fixetivork evolution, in an E2E vision based in
generations that reflect the evolution of service requirements and optical networks technologies.

F5G has developed his vision basadhe definition of fixed networks generations, addressed several use
cases and identified specific requirements and standardization gaps that were addressed to the
appropriatestandardization organizations.

Furthermore, F5G developed its EttdEnd referece Architecture, aiming at an aptical E2E network

that allows dynamic and flexible service creation, separation of Underlay Plane and Service Plane allowing
them to scale independently, network slicing capabilities, enhanced traffic steering and andaso
management features.

F5G is preparing the evolution to F5G advanced where the latest developments in Photonics will be
considered adding new dimensions to the fixed network as enhanced sustainability, optical sensing and
deterministic latency.

Sustaimbility is a major challenge for society and closely relates with the work developed at TC EE for ICT.

Opticalsensing will be used for enhanced network management and operation, as well as for services to
several verticals as smart cities, industry andltie being an enabler for new developments in areas
covered by TC Smart M2M, TC SmartBAN and TC eHealth. Optical sensing can be integrated with optical
communication with the purpose to optimize network management (fibre cuts, medium issues), er to re
usefibres already deployed for communication for environmental monitor of any kind. On the other

hand, fibres can be deployed with the sole purpose of sensing due to the characteristics to be quite
precise
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ISG Quantum Key Distribution (QKD)

ISG QKD addre=s quantum cryptography for ICT networks. It basically enables digital keys to be shared
privately without relying on computational complexity. The security offered by QKD will not be vulnerable
to future advances in algorithms, computational power or #mergence of a quantum computer. It

solely relays on photonics and the particular properties of photons.

The ISG addresses standardization issues in quantum cryptography and associated quantum technologies.
The work is specifying QKD system interfacesl@mentation security requirements and optical
characterization of QKD systems and their components.

3.2.11.3 Time Frame

Photonics are in a turning point where its use will increase significantly over the next years.

Some technologieare already in an advanced stage of developments and some are expected to be
available in the next 3 to 5 years.

Some others are still being discussed and exgdbit the R&D ecosystem and promise important
breakthrough for ICT for the next 5 to 10 years.

3.2.11.4 Recommendations

Promotethe further involvement of ETSI in the field of Photonics throBghard RISEaddressing
major R&D organizations in this areaRISOTONICS24 order to create the links for a smooth
and early transition from innovation toahdardization

Progresghe work carried in ETSI ISG F5G and ETSI ISG QKD Quantum Safe Cryprud)i&h
THz in order to position ETSI in the leadershitme$sespecific areas

Considerto engage in a transversal initiative among the ETSI techniagpgtbat can benefit
from the advances in Photonics (e.g. ISG F5G, ISG QKD, TC Smart M2M, TC SmartBAN and TC
eHealth TC EE, TC ATTM) in order to further evaluate possible areas of ETSI involvement.

Monitor the evolution of Photonics technologies in a caotbus mode, identifying challenges and
opportunities that may impact ETSI evolution. Specifically, the use of photonics technologies in
almost all ICT application areas stadtve importance of monitoringthe developmensand
engagngin the right activities at the right time.

3.2.12 THz communications

3.2.12.1 Description

The use cases that will emerge in the next decade will require extreme communication performance, as
well as functionalities that cannot be provided by current vassl systems. As an example, applications
providing users with an immersive and migénse experience, such as holographic telepresence, will
require data rates in the order of Thps and sensing information from the surrounding environment. In this
regard, THz communications have been widely recognized as one of the technologies that can help bridge
the gap. Indeed, communications at THz frequencies open the door to a vast amount of radio resources
(between 275 and 450 GHz there are 137 GHz of spectrunattbtor fixed and land mobile services),

which can be exploited to deliver extremely high communication performance. Moreover, the peculiar
propagation properties of THz signals can be leveraged to enable sensing functionalities able to achieve
very highaccuracy.
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The use cases that can be supported by THz communications can be categorized into

0] fixed pointto-point applications,
(i) applications with mobile nodesnd
(iii) Integrated Sensing and Communications (ISAC).

The first categoryncludes use cases aiming at replacing wired connections with THz wireless links, both
between different devices (e.g., to replace the fibre connections between servers in-aafdta, or to

realize wireless backhaul and fronthaul links) and within tmaes device (e.g., to connect different
electronic cards in a PC). The second category includes mobile applications with high data rate
requirements, such as virtual and augmented reality, applications fligint and intrain entertainment,
vehicular andsatellite communications. The third category includes applications requiring both
communication and sensing functionalities, such as holographic telepresence, and interactive and
cooperative robotics.

Despite the great potential, communicating at THzjfrencies comes with its own challenges. For

example, THz signals are subject to high-Bpace and molecular absorption losses, which limit the
propagation range. Moreover, THz devices make use of antenna arrays and beamforming techniques able
to focus tre transmit power into sharp beams, thus increasing the directionality and achieving a higher
channel gain. While this approach can compensate (at least partially) for the high propagation losses, it
requires the transmitter and receiver antennas to be petly aligned. Given the narrow size of THz

beams, a perfect alignment is hard to achieve, especially when the nodes are moving. Finally, THz signals
can be easily blocked by walls, humans, and other obstacles, making it difficult to communicate when the
direct path between the endpoints is obstructed.

Driven by the advancements in electronic devices, THz communications have gasmgdniterests in

the last few years. Howeverpuo now, only the first category of use cases mentioned above (fixed
point-to-point applications) has been addressed in standardization. Specifically, IEEE has defined
802.15.3d, the first standard for (sub)terahertz communications. This standard covers the frequency
range of 252 GHz to 325 GHz and was developed for-pmipbint links, thus is applicable to a limited set
of use cases with no mobility

Therefore, further work is needed to support the use cases covered by categories (ii) and (iii), i.e.,
including mobility and sensing. Similarly, additional work is neededver other frequency bands and to
enable multipoint transmission#n order to address the aforementioned challenges and support such
advanced use cases, the research community is actively working towards novel solutions. In this context,
efficient and ligh-performing THz systems are expected to become soon a reality. As such, several
European and international initiatives promoting 6G research and development activities (e.g., one6G,
6GFLAGSHIP, and the NEXAlliance) foresee THz communications tertoduded in the next

generation of cellular networks.

3.2.12.2  Affinity with ETSI Work

The research funded by EC through numerous projects (e.g., those liStablén3 below) indicates that
the electronics required to enable THz communicasismmaturirg and has been validated in labs and
relevant industrial environments. For example, the EU project Terranova has demonstrated that
100+Gbps transmissions are possible over 500+ meters in THz bands. Research outputs from these
projects could be channelledto the prestandardization work at ETSI.
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Table 3: Finished and ongoing fifhded projects on THz communications

Project URL Status
Terapod http://terapod-project.eu/ Finished
Terranova https://ict-terranova.eu/ Finished
ULTRAWAVE Finished
WORTECS https://wortecs.eurestools.eu/ Finished
EPIC https://epic-h2020.eu/index.php Finished
DREAM http://www.h2020-dream.eu/ Finished
Car2tera https://car2tera.eu/ Ongoing
Teraway https://ict-teraway.eu/ Ongoing
WIiPLASH www.wiplash.eu Ongoing
Thor https://thorproject.eu/ Ongoing
Ariadne https://ict -ariadne.eu Ongoing

Furthermore, there is work being done in existing ETSI bodies that is relevant for THz communications.
For example, the ISG mWT is already addressing the evaluations of backhaul/fronthaul link§htz sub
bands, while ISG RIS is dealing with metasurfadeish are expected to play a role at (sub)THz
frequencies, where they can ensure virtual liofesight transmissions to combat the high path loss
induced by blocked linef-sight. Combined with the promise that THz bands bring to future
communication syst@s (in terms of high data rates, ultfaw latency, accurate sensing, and high
reliability), including prestandardization activities related to THz communications in ETSI seems as a
natural progression from the work that is already being done in the almoeetioned projects and at ETSI
ISG mWT and RIS.

3.2.12.3 Time Frame

Prestandardization activities on THz communications for use cases beyond those enabled by

point-to-point transmissions have already started. For example, in theRITUP5D #3B1eeting, it was

FaINBSR (G2 adGFNI 62Nyl Ay3 2y | ySgé NBLR2NIDCET e dKEKE S«
workplan is to finish the study in the WP5D #44 meeting, before the World Radiocommunication

Conference 2023 (WRZ3) planned for June(23. The report will study and provide information on the

technical feasibility of IMT in bands above 100 GHz, complementing the studies carried in Report ITU
M-2376. The resulting report will include information on propagation environments and charmusls)

as well as newly developed technology enablers, such as active and passive electronic components,
antenna techniques, deployment architectures, and the results of simulations and performance tests.
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As mentioned above, the only standardization effestfar has been IEEE 802.15.3d, which covers
point-to-point links only. Thereforegdditional standardization efforts will be needed to support more

advanced use cases promised by 6G networks. Since 6G standardization work on above 100 GHz bands
willstati Ay SFNySad Ay | FSg &SI NRQ dstand&dizatiorkastivitiess YS A
in ETSI, thus laying the groundwork for including THz communisaisocore part of 6G networks.

3.2.12.4 Recommendations

THz frequency bands will@ali for unprecedented data rates (in the range of terabits per second) and
new applications (e.g., integrated sensing and communications). To fulfil these promises, baselines for
evaluation and modelling of THz communication systems need to be establighebllowing
recommendations address these points.

Recommendation #1THz communicationgre moving from lab to the field. To ensure that ETSI is at the
centre of the presstandardization work on THz, ETSI can take the following directions

i) establishinga close relationship with relevant EC bodies working on the topic (e.g. DG CONNECT) to
ensure that future funding opportunities for THz communication systems address topics relevant
for the subsequent work at ETSI; and

i) establishing a close and open forum for exchange with ongoirfgri€iéd projects and actions (e.g.
within COST), so that the outputs of those projects and participants working on them can
contribute to further work in ETSI.

Recommendation #2ETSI has theapability to support the prstandardization work on THz
communications through either an existing technical body or by initiating a new one. Irrespective of the
approach ETSI can support the inclusion of THz communicaiita the future communicatios systems

by working on:

defining scenarios (eMBB, factory, D2D/V2X, sensing, etc.) that THz communications can support;
defining bands of interest in the (sub)THz range 220 GHz, 300 GHzTHz+);
developgng channel models for relevant scenarios anegjuencies;

establishngthe baseline for THz technology fundamentals: antenna assumptions, simulation
assumptions, performance tests, deployment strategies;

ensuiing collaboration with other ETSI bodies dealing with topics relevant for THz
communications.
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3.2.13 Reconfigurable Intelligent Surfaces (RIS)

3.2.13.1 Description

In WREL9 a couple of mmWave bands were identified for IMT use on a global scale. The millimetre wave
(mmWave) and terahertz (THz) frequencies, with a much shemeelength, inevitably suffer from the

severe propagation loss over the air, as well as an increased signal processing complexity. In order to
exploit the large bandwidth in mmWave and THz bands, active network components and antennas are to
be introducedto compensate. In addition, the revolutionary use cases, such as Metaverse, Internet of
Everything, Holographic communications, pose several stringent communication requirements in terms of
high data rate, reliability, latency, coverage, security,,atdich are expected to be supported by 5G
advanced wireless networks. Therefore, academia, research institutes, and the industry have started early
stage attempts to standardize RIS.

RIS typically composes of a large number ofdéost nearlypassive reflectig elements thahave the

capability of shaping the amplitude and shifting the phase of the impinging signal. It is usually
implemented by using an associated smart controller, e.g., an FPGA, which communicates with an active
BS or user equipment via a septe wireless link for coordinating transmission and exchanging

information on channel information and retime control. By intelligently coordinating the scattering of

all the RIS elements by the phase shift matrix, a dense deployment of RIS israbtenfigure the

endto-end wireless channels, thus to implement the smart and programmable wireless environment.
From an implementation perspective, RIS also exhibit competitive advantages in practice. First, since RIS
do not need active RF links and ordyuire nearlypassive scattering elements, they have significantly
reduced hardware cost and energy consumption as compared to same coverage with 5G technologies
based on active antenna arrays. Second, the passive scattering of RIS faliviBuplex (FD

transmission mode that is free of antenna noise amplification andisifference, which makes it more
attractive than traditional active halluplex relays that suffer from low spectral efficiency or-€ulplex

relays that require sophisticated tectgues to cancel the seifterference. Since RIS are nearly passive,
they can be light weight, different shape and even made to be conformal to various objects

As a result, they can be easily deployed in a wide range of scenarios such as walls, lmébmeysls,
lampposts, and even on the surface of vehicles to support several applications for smart factories,
stadiums, shopping centres, airports, etc

Finally, RIS can be deployed as enafligient auxiliary devices that are transparent to the wissle
users, without the need of modifying the hardware configuration of the-asdr devices. This offers high
flexibility and compatibility with legacy wireless systems.

3.2.13.2  Affinity with ETSI work

ETSI is already engaged with in-ptendardization aivities in RIS. An Industry Specification Group was
established towards the end of 2021. ETSI ISG RIS will provide an opportunity for ETSI members to
coordinate their prestandards research efforts on RIS technology across various EU/UK collaborative
projects, extended with relevant global initiatives, towards paving the way for future standardization of
the technology. ETSI ISG RIS is concentrating its work on the following aspects: Use Cases, Deployment
Scenarios and Recommendations, Technological clugie architecture and impact on standardization,
Communication Models, Channel Models, and Evaluation Methodology.
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3.2.13.3 Time Frame
ETSI ISG RIS was created in 2021. Aidomgroadmap is provided in Figure 8 below.

Rel#1-Exploration and Gap Analysis Rel#2-Specifiation Framework Rel#3-Final Specifications
- > [ ] >
Year-1(2022) || Year-2(2023) || Year3(2024) | Year-4(2025) | Year:5(2026) || Year6(2027)
Exploration Initial specification Final specification
«  Targets an analysis of the °  EEERE SPECif_icatiO” of .the +  Targets final specifications
functional architecture with .

technology potential, validation,
maturity timelines and
requirements for standardization

* Deliverables are mainly GRs, WPs,
and PoCs

; Deliverables are mainly GSs, GRs,
reference points between the WPs, and PoCs

network, the RIS controller, the RIS, || , Bridging the results to the SDOs

anc! the terminals . (e.g. 3GPP) where relevant
+ Deliverables are mainly GSs, GRs, specifications are taking place

* Collaboration in terms of studies WPs, and PoCs * End of the ISG
with other relevant ETSI ISG (e.g. *  Collaboration in terms of
THz) specifications with other relevant
« Liaison with research forums for ETSIISG (e.g. THz)
alignment of RIS technology *  Liaison with SDOs (e.g. 3GPP) for
prospects alignment on the technology

prospect for specifications

Figure 8: ISG RL®ngterm roadmap

It is foreseen that the ISG RIS will make the best use of its available periods. In the development of the
first release, use cases and challenges to the technology are being studied. ISG RIS will also collaborate
internally andexternally to advance the technologies to be adopted by RIS. In the development of the
second release, the architecture of RIS shall be studied. The collaboration with other ISGs and
organizations are to be more relevant to use cases and scenarios. &heefease is to provide a

jumpstart for 3GPP or other SDOs to standardize RIS technology. This will also bring an end to the ISG.

Zooming out to a more comprehensive time fra¢RC19 identified a few millimetre wave bands for
IMT. During the developmenmf this ETR White Paper, a number of Regulators were also consulting the
public on the use of THz for wireless communication systems. In addition, the telecom industry is also
studying the applications in THz, and a potential V2R@genda item on IMT ifHz. It is understood that
this time frame will provide firm support to the deployment of 5G andAdvance in mmWave bands, as
well as the development of future generations in THz band.

3.2.13.4 Recommendations

RIS provides opportunities to manipulate thepagation channels and enable smart radio environments
at a reduced power consumption and cost.

It is recommended, firsthat interested parties should take part in the studies of theoretical and
technological enhancements which will improve the pemfance of RIS while reducing the associated
implementation and deployment cost.

Second, industry stakeholders should also actively participate in thestagg standardization efforts,
such as ETSI ISG RIS, working towards the realization of trulyliedaté; programmable, and smart radio
environments.

It is also recommended that ISG RIS actively §aith external research bodies, academia, labs and
SDOsn order to create a globally harmonized technical specification.
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3.2.14  Optical Wireless Commu nications

3.2.14.1 Description

To meet the high communication rate and higfecision sensing requirements lectroMagneticHeld
(EMPF3free scenarios such as healthcare and industry automation, integrated sensing and communications
is also possible through the use of optical wireless data transmission and communicaticOWgAThe

optical frequency band has huge spectrumaaxes, including ultraviolet, visible, and infrared light,

available for communication and sensing see Figure 9 below and reference [36].

Figure 9: The Electromagnetic spectrum [37]

Therefore, optical spectrurbased communication and sensing tectogy} can meet many future 6G
application scenarios by supporting Tera bits per second (Tbps) rategrbigjhion positioning, and
high-precision sensing that will emerge in the 6G era.

Optical wireless communication systems exhibit many benefits inclddiegunlicensed spectrum, low

cost, low power usage, secured connectivity, etc. when compared-tmaB#d communications. The main

OWC technologies, naméljsible Light Communication (VLC)ght Fdelity (LiFi)Optical Camera

Communication (OCC), arflee paceOLJGi A O& o6C{ h0X | N6 O2y&aARSNBR (2 o
FigurelO illustrates the general architectures of these technologies [38].
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